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VOIP OVER WIRELESS NETWORKS

ABSTRACT

Voice over IP and wireless are revolutionary tedbgies by all means of modern
time which change the attributes of communicatidranatically. VoIP is simply the
transmission of voice traffic over IP-based netvgork'olP has become popular
largely because of the cost advantages to consumaess traditional telephone
networks whereas Wireless communications is a kagdowing segment of the
communication industry, with the potential to pmi high-speed high-quality
information exchange between portable devices éacahywhere in the world. Since
both technologies have shown their existence irmay@dcommunication industry
individually, merger of these technologies was Bsaey and hence both
technologies are being deployed.

In this thesis, the VoIP technology is examineddyarding its general structure,
fundamental components and operation logic. Intaddio the detailed explanation
of VolP procedure, the simple VolP prototype in el#ss networks was
implemented. Codecs, signaling protocols, real tpnatocols and media gateway
protocols are the main principles of the VoIP texbgy. These principles and the
components such as end systems, signaling semdrsadia gateways are used to

define and implement VolIP process.

A VoIP Phone system requires the use of VolP phowe$® phones come in
several types. In this prototype, software baseshph (Soft Phones) are preferred.
Sipdroid application which runs in Android mobild&h\gne and Peers application
which runs in PC are used as SIP clients. Thesdicappns use G711 codec
technology, SIP signaling and RTP real time proi@cbhe SIP accounts which are
necessary to run these applications are obtaied & free signaling server called as
Sip2Sip. This signaling server is responsible freetup of the SIP session
establishment and control of the routing of sigmalnessages.



In order to provide wireless network access to exéhclient, Cisco access points
are used in this prototype.

Keywords: VolP, codec, signaling protocol, real time pratipcSipdroid, Peers,
Sip2Sip, access point.



KABLOSUZ A GLARDA INTERNET PROTOKOLU UZER iNDEN SES
ILETiMIi

Oz

IP Uzerinden ses iletimi (VoIP) ve kablosyz detisimin 6zelliklerini ve gelsim
yoninid 6nemli dlclde gestiren, ginimiz modern zamanin her yoniyle devrimci
teknolojileridir. VolIP, IP tabanl @ar Gzerinden ses tr&inin basitce iletimidir.
VoIP teknolojisi, geleneksel telefonglari kullanimina kiyasla Ucretlendirmede
oldukca avantaj gadigl icin kisa zamanda fazlasiyla yayggmastir. Bununla
birlikte, kablosuz glarda haberlgme, dinyanin herhangi bir yerinde bulunan
tasinabilir cihazlar arasinda ytksek hizda ve yuksaltdde bilgi dgisimi sgslama
potansiyeline sahip olgu icin haberlgme endustrisinin hizla buyiyen bir sekmendi
olmustur.

Bu tez cakmasinda, internet protokoll tzerinden ses iletifalP) teknoloijisi,
genel yapisi, temel benleri ve cakma mantg gbz onine alinarak incelenytir.
VoIP prosedurinin detayli anlatimina ek olarak,ldaix &larda basit bir VolP
prototipi gerceklgtiriimistir. Kodlama/kod ¢ézme teknikleri, sinyalae ve gercek
zamanl iletim protokolleri, VoIP teknolojisinin rieel prensipleridir. Bu prensipler
ile sinyallsme sunuculari, medyagzagecitleri ve u¢c noktalarda bulunan elektronik
cihazlar gibi sistem bikenleri, VoIP surecini tanimlamak ve gercgkienek icin
kullaniimaktadirlar.

Bir VolP telefon sistemini gercekigrmek icin bu sisteme uygun olarak
calisabilecek VolP telefonlarina ihtiya¢ vardir. VolPlefen birkag farkl cgitte
olabilir. Bu prototipte, VoIP telefon gilerinden yazilim tabanh VoIP telefonlar
tercih edilmitir. Android akilli telefonda cajan Sipdroid uygulamasi ve PC’'de
calisan Peers Java uygulamasi, SIP alicilari olaralafkuithstir. Bu uygulamalar,
G711 kodlama/kod ¢ozme teknolojisini, SIP sinyatle ve RTP gercek zamanh
iletim protokolinu kullanmaktadir. Uygulamalar icmerekli olan SIP hesaplari,

Sip2Sip olarak adlandirilan Ucretsiz bir sinygie sunucusundan elde edi$tim. Bu

Vi



sinyallesme sunucusu, SIP oturumunun kurulmasindan ve $&ged mesajlarinin

yonlendirilmesinin kontrol edilmesinden sorumludur.

Her bir SIP alicisinin kablosuzza ergimini sgilamak amaciyla Cisco &nn

noktalari bu prototipte kullanilrgtir.

Anahtar sozcukler. VolP, PSTN, kodlama/kod cb6zicu, sinysitee protokold,

gercek zamanli iletim protokolt, Sipdroid, Peeiip2Sip, ersim noktasi.
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CHAPTER ONE
INTRODUCTION

1.1 Introduction

Constructing a VolP telephony service over a wggldP network requires
understanding of VolP technology and the uniquerattaristics of the wireless

medium.

Wireless LANs (WLANS) are being more and more Widgeployed at present,
since the number of mobile users is increasingldiedVLANSs are a key element in
any business environment where “anytime, anywhaceéss to network resources is

vital.

First of all the bandwidth available in WLANs igysificantly lower than in the
case of fixed LANs. For the most widely-spread Wse networks, the maximum
theoretical rate is either 11 Mb/s or 54 Mb/s. Ehestes are considerably lower than
the current extensively-used 100 Mb/s and 1 GhisdfiLANS. Another difference
between the wired and wireless networks is thatired networks the last part of the
connection (from the LAN switch to the PC, for exde) is dedicated to one user.
However in WLANs the medium is not only shared kew the applications of one
user, but between all the applications of all teers that happen to be using the same
access point at the same moment of time. Henceonletguality is more prone to
degrade significantly (Beuran, 2006).

Voice over IP (VolP), also known as Internet telepyy is a form of voice
communication that uses data networks to transutoasignals. When using VolP
the voice is appropriately encoded at one end efcbmmunication channel, and
sent as packets through the data network. Afted#ta arrives at the receiving end,
it is decoded and transformed back into a voicaaigMany enterprises consider
replacing traditional PBX phone systems with a VedRephony server. PBX costs

may be prohibitive for the new companies that nedet up a telephony system



from scratch. On the other hand, VoIP systems requi principle no significant
specific running costs, since they use the samwanktinfrastructure that already
exists and is maintained. Using VoIP on wirelesd\NisAsolution enables support of

mobile devices within the building or campus (BeLir2006).

The aim of this study consists of a combinatiotheftwo intermediate objectives.
The primary objective is to analyze VolP technolegth its structure, components
and principles. The secondary objective is to itigage today’s widely used VolP
applications with regarding operating system sesvisignaling protocols and
network types. The ultimate objective of this stuslto implement a VoIP system
prototype over wireless networks. The main issueutlthis prototype is to make
VolIP call over wireless networks between two déferVolP soft phone applications

which have different operating system service amdan different platforms.

1.2 Historical Perspective

The global evolution of the Internet and the wigeesd growth of networks have
been made the Internet part of our everyday lifasTs the reason why the interest
and demand on different applications has beenaseck The raise in demand has
produced many new applications. Voice over IntefPttocol (VolP) technology
has become a potential alternative to and supplemiethe traditional telephony
systems over the Public Switched Telephone Net{R8IN), providing a versatile,
flexible and cost-effective solution to speech camipations. Basic differences

between VoIP calls and PSTN calls are shown ind atl.

Internet telephony is a revolutionary technologytthhas the potential to
completely rework the world’s phone systems. Indetelephony is the transmission
of voice signals from one party to other party tilly i.e., usage of packet switched
data network (PSDN). The first documented inteteétphony experiments were
conducted on the ARPANET (the forerunner of thernmé¢t) by researchers at MIT
in the mid-1970s, resulting in the publication of lmternet protocol specification,
RFC741, for the ‘Network Voice Protocol’, in 1977afif & Malkajgiri, 2007).



Table 1.1 Comparison of quality of voice over PSamd over IP (Igbal & Cheema, 2009)

Concept Voice over PSTN Voice over IP
o Circuit switching (end to end o
Switching _ _ Packet switching
dedicated link)
_ 14 kbps with overheads
Bit Rate 64kbps per 32kbps )
(only when talking)
200-700ms depending on total traffic on
Latency Lesser than 100ms
IP network.
Bandwidth Dedicated Dynamical allocated
Cost of Business customer. Monthly  Business customer. Cost of IP infra
osto
. charge for line, plus per structure, Hybrid IP/PBX and IP
access/billing _
minute charge. Phones.
Dump terminal (Less Integrated smart programmable
Equipment expensive) intelligence in | terminals(expensive) intelligence not|jin
network network
. Low and variable, but traffic is sensitive
Quality of ) ]
_ High(extremely low loss) depending on packet loss and delay
service _
experienced.
Network _ o
o 99.999% up time Level of reliability not known.
availability
. High level of security because ) ,
Security Possible eavesdropping at router.

of dedicated link.

These experiments resulted in audio transmissiompamket networks but they

were limited to academic environments only. As cataps of that age did not have

the power to compress the audio data below 64kbp$ &bps and sound input and



output devices have also to be made because tlezeenone to be bought. But later
when the computing power the compress the spedolwldel.4 kbps by 1993, the
first commercial Internet phone Application appeafleatif & Malkajgiri, 2007).

The public switched telephone network (PSTN) hasnlevolving ever seen since
Alexander Graham Bell made the first voice transiois over wire in 1876. In
traditional telephones, devices are limited to camitating with those devices,
which are connected directly, and the telephonypaomes and their protocols must
handle all location and routing features. Trad#ilotelephone uses circuit networks
(Latif & Malkajgiri, 2007).

1.3 Literature Overview

An emerging trend for implementing VolIP is in wass networks. A wireless
LAN (WLAN) is a data transmission system designed gdrovide location-
independent network access between computing deligeising radio waves rather
than a cable infrastructure. WLANSs give users wselaccess to the full resources
and services of the LAN across a building or camgrmgronment. There are some
fundamental concerns that WLANs introduce. Thessuds include a higher
frequency of dropped packets, larger latency ancenitber (Udani & Mehta, 2001).

There are numerous benefits of utilizing WLANs.dny network environment,
users would be able to access the network far luktiogir personal desktops, giving
these mobile users much-needed freedom in thewanktaccess. Specifically, they
can access information from anywhere in the bugdn campus. A WLAN system
provides a powerful combination of wire line netwdnroughput, mobile access and
configuration flexibility. It liberates users frortethered access to the network
backbone, given them anytime, anywhere networksacdpplications include VolP

from mobile personal communications devices (UdaMehta, 2001).

Today, there are many VolP applications that prew@IP service over wireless

networks. A VolP phone system requires the us@ecial phones which are suitable



for VolP applications. VoIP phones come in sevemilsions/types such as soft
phones, hard phones and USB phones. In the scotesahesis, VoIP softphones

are examined.

A softphone is a software program for making tetaghcalls over the Internet
using a general purpose computer, rather than usddgcated hardware. Often a
softphone is designed to behave like a traditioeleiphone, sometimes appearing as
an image of a phone, with a display panel and hstwith which the user can
interact. A softphone is usually used with a headsanected to the sound card of
the PC, or with a USB phone. To communicate, bathgoints must have the same
communication protocol and at least one common cawtidec. Most service
providers use a communication protocol called S8Bségion Initiation Protocol) by
IETF, except Skype which is a totally proprietapgtem and Google Talk which is
based on Jabber, now known as XMB#nil, 2011).

There are numerous studies that analyze VolP ceoxer wireless networks by
taking care into different aspects such as perfao@aquality and cost. But, there
are few studies that implement VolP system and yaealVolP softphone
applications.

In one of these studies by Mohd Naisimail, “Analysis of VolP Softphone
Performance between Wired and Wireless in Campuw/onie Environment”,
(ismail, 2011) VoIP system prototype has implemergedr wired and wireless
technology using softphone in campus network enwirent. They selected two
softphones and plans to use VolP communication¥ 8&@tphone and Mizuphone
softphone. They measured and analyzed the 3CX teofgp and Mizuphone
performance during VolP communication over wired areless technology. 3CX
softphone achieved a good performance results @edtsd in order to use for VolP
communication in campus environment. After thisdgiuVolP was also gaining
popularity in the consumer space thanks to thelabifity of free PC-to-PC calling

with softphones such as Skype.



In the another study by G. H. Khaksari, A. L. Bijgha, R K. Karne, Q. Yao and
K. Parikh “A VolP Softphone on a Bare PC”, (KhaksaWijesinha, Karne, Yao,
Parikh), the architecture, design and implemematiba VolP softphone that runs
on a bare Intel-386 based PC are described. Thierpemce of bare PC and
WInRTP softphones on the Internet are compared digrohining call quality and
measuring the values of jitter, delay and packss.lé\ccording to this study, a bare
PC-to-bare PC connection is associated with smedlkres of jitter than a WinRTP
to bare PC connection even for larger voice paslkass. A bare PC softphone also
provides better call quality than a WIinRTP softphaimder heavy system load
conditions on a LAN.

In this study, first of all, general informatiorb@ut VoIP technology, which
includes VolP working principles, VolP componentsl gorotocols are given. The
superiors and deficiencies of VolP protocols aatest by comparing them with each
other. Call scenarios which belong to each protacelexplained in detail in order to
understand call process in real VolP applicatiokiéer the general information,
today’s common VolIP softphone applications are et and examined. These
applications are categorized according to suppodpdrating system services,
signaling protocol. Two different open-source SlBftghone applications are
decided to use in the VoIP prototype. In other igsidVolP call is made over
wireless networks between the same VoIP applicatioyn using same operating
system service. In this study, two different Va#ft phone applications are used
and VolIP call is made between these two application

Finally, the VoIP prototype over wireless networiss implemented. In this
prototype, two Cisco access points are used inrdal¢rovide wireless network
node for each SIP client. In WLANS where more asgesints are simultaneously
active, roaming issue is taken into account. Whenode moves or reception
conditions change, it will usually select the ascesint in its range that has the

highest signal strength.



1.4 Thesis Outline

This thesis is organized in six chapters. Thet fatsapter covers the literature
review about basics of the VolP technology, his@rperspective of VolP and the

aim of this thesis. The remainder of this thes@rganized as follows.

The second chapter deals with the structure of \fetRnology. The components
in this technology are specified by emphasizingirtifanctions in the VolP

procedure. Also, the overall working of VoIP teclogy is explained step by step.

In the third chapter, the principles of VolP teclugy are explained in detail.
These principles include the most common Codecniqokes and VolP protocols.
The superior and deficiencies of the protocolsspecified by comparing with each

other.

In the fourth chapter, the call operations andntiessages in SIP protocol, which
is currently the most widely used common signalangtocol in VoIP applications,
are examined. The mentioned scenarios include &gfistration and SIP session
establishment operations. These operations aren giseexamples and examined in

detail since they got involved also in the protetyp

The fifth chapter includes today’s widely used Vapplications and the VolP
prototype which are designed and implemented insitmpe of this thesis. The

components which are used in the prototype andekggn features are specified.

Finally, the last chapter is the conclusion parttled thesis. The results of the

thesis are discussed and the future works arefsgmkci



CHAPTER TWO
VOIP (VOICE OVER IP TECHNOLOGY)

2.1 VolP Structure

VolIP is one of the most common and cheap techgdlmgommunicate short and
long distance. It transmits the digitized voiceadaver IP network which provides a
user to have a telephonic conversation over thgtiegi Internet; this voice signal is
appropriately encoded at one end of the commupitcathannel transmitted using IP
packets, and then decoded at the receiving endhwhaasformed back into a voice

signal.

The simple diagram which is shown in Figure 2.1 easlily illustrate the idea of
using VolIP calls. VolIP calls start from a Locatidntraverse Router A if it's an IP
based call otherwise routed towards PBX box whisther placed it to PSTN Voice
network. This network switches it back to the destion PBX and then placed it to
Location C. Whereas the IP call goes from Routdo Router C by the help of IP
WAN DATA,; they are diverted to the router and tematie over the destination

location.

Location A Location B

\ PBX ) PBX )

Location C

Figure 2.1 lllustration of a VolP systéMehdi, 2009).



Figure 2.2 shows the internal structure of VolRscalade by IP phone in little bit
more details, it starts from the IP phone, firgrysress the digital number on dialing
pad which translate these digital numbers into fyin@bdes, these binary codes
convert into IP packets and transmits towards theal Area Network (LAN). They
further transmit it towards the router which analyzhe IP address of the destination
and transmit further through the IP Network. Th# lsas been treated according to
the destination, for instance if it's meant for ardinary telephony then will be
directed towards a PSTN Gateway which further dweisc towards the right
destination. But if it's a VoIP call then it willogto the relevant router which
analyzes the IP address and direct towards a ralévaN and then which further

could be attended by an IP phone or a soft phoofw@re in computer or in a

phone).

IP Network ( CPERouter

SIP Proxy
Soft Phone

Figure 2.2 VolIP internal structure (Mehdi, 2009).

2.2 How VolP Works?

VoIP uses Internet Protocol for transmission ateas packets over IP networks.
The process involves digitization of voice, thelason of unwanted noise signals
and then the compression of the voice signal usargpression algorithms/codecs.

After the compression, the voice is packetized dndsover an IP network. Each
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packet needs a destination address and sequend®nand data for error checking.
The signaling protocols are added at this stagectoeve these requirements along
with the other call management requirements. Whewiee packet arrives at the

destination, the sequence number enables the gaitkée place in order and then
the decompression algorithms are applied to rectheedata from the packets. Here
the synchronization and delay management needs taken care of to make sure
that there is proper spacing. Jitter buffer is usedtore the packets arriving out of
order through different routes, to wait for the lpats arriving late (Bakshi, 2006).

There are many intermediate devices which serveungose as shown in the Figure
2.3.

Anal Digital
Wave%grm Signal
5 A/D o Packetizer
Converter

ooo ..

UDP Pachkat
Stream

Digital Analog

Network recv () Signal Wavafarm
Queue > De- o DI/A
Packetizer Converter

.00

Figure 2.3 VoIP process (Igbal & Cheema, 2009)

The overall working of VoIP is summarized at thédwing steps.

« Voice Capture: VolP uses Internet Protocol for $raission of voice as
packets over IP networks. VolP communication nesdsudio input device,
like in ordinary PSTN system, such as a microphtmegend the audio signal.
An analog-to-digital converter is used to transfdahat audio signal into digital

bytes packets.
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Figure 2.4 Analog to Digital conversion

* Audio Data Encoding: Before sending the digitalnsigit is important in
packet-switched networks to prioritize voice daiebe encoded. Then speech
compression is engaged at this stage. Traditi@bephone networks use pulse
code modulation (PCM) at 8K samples per secondbitlzZamples are
compressed and expanded by a nonlinear look-up tatd 8-bit words giving
a transmitted rate of 8kbit/s. The compressioncgiy used by an Internet
phone today is of the order of 16 to 1 (128kbity8kbit/s). Such compression
is beyond PCM, ADPCM (32kbit/s, used in CT-2 cosdlgohones), or sub-
band coding (down to 16kbit/s for speech bandwidtiesmally used for music
at higher bit rates). In case of a LAN (local aregtwork) when there is
sufficient bandwidth there is no need of compresdibatif & Malkajgiri,
2007).

Packetization: After the compression, the voiceasketized to send over an IP
network. The first packetization is implementedapplication level by using
RTP protocol. The voice packets are converted data packets with RTP

protocol. RTP data packets are send to transpget.la

Transport Layer (UDP): The transport layer providles rules required for
sending the data. Most data travelling over therhdt uses the Transmission
Control Protocol (TCP) for the transport layer hesma it guarantees data
delivery and integrity. VolP does not need the kimfddelivery guarantee
which TCP provides, so IP network in VoIP transmiss can use an

alternative faster transport layer protocol, usatagram protocol (UDP). In
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transport layer with UDP protocol, data is transeditin the form of datagrams.
Every datagram has a source address, destinatidressd and sequence
number. Each datagram of file/message is indepéiydesuted across the

network and packets are reassembled at the regeavih.

Network Layer (IP): The data packets are send Natwork layer in the form
of datagrams. The network layer consists of thewlich establishes a
connection between two computers. The Internetoodt(IP) is provided for
routing datagram between any two nodes with checlan corruption and

loss.

Application Layer: Once VolIP data arrives at itstieation, the application
layer interprets it and presents it to the userthim application layer, Voice
over IP (VolP) uses signaling protocols (H.323, ,Skhd MGCP) for
establishing connections between endpoints and #lsses media protocols
(RTP, RTCP and RTSP) for dealing with the real tida¢a such as audio or
video. The most commonly used application layers/P are SIP and RTP.

Signaling: In the application layer, signaling gyathas to perform its work
and it does the following tasks (Latif & Malkajgi2007).

1. Tryto find out the destination IP address.

2. After finding destination IP address and it es&li#is communication
with that party.

3. After negotiating the Internet protocol performsiceocompression,
buffer length and time stamping of packets andstaymmunication.
However situation becomes more complex if signadggtem has to
communicate with gateway between the Internet &8i0\N? Gateways
are devices that allow calls to be placed to anthfother telephone
networks, which are implemented between Interned &STN.
Although gateway cannot support the same numbeisefs as even
the smallest local telephone exchange. In the o&smitgoing calls
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VoIP phone captures the phone number and the IRessldof
gateway. But in the case of reverse direction thdtom PSTN to
internet it is rather impractical for the PSTN uder enter the
telephone number of the gateway and then the nanferaddress of

the desired party.

» Audio Playback: Finally at the receiving end, paskeave to be disassembled
for data extraction and for converting the data iahalog voice signal and

send those signals to the sound card of the ragpeidvice.

2.3 VolP Technology Components

An Internet telephony system contains three tygdesomponents: end systems,

signaling gateways and signaling servers.

* End systems are electronic devices with which tdieor users place and

receive calls.

» Gateways are devices that allow calls to be placexhd from other telephone

networks.

 Signaling servers handle the application level dnbf the routing of

signaling messages.

An end system can originate a call, it also acaeect or forward incoming calls.
When this end system places a call, the call @stabkent request can proceed by a
variety of routes through components of the netwékfirst, the originating end
system must decide where to send its requestseTdrertwo possibilities here: the
originator may be configured so that all its reqsi@® to a single local server; or it
may resolve the destination address to locate ateesignaling server or end system
to which it can send the request directly. Once réfiuest arrives at a signaling
server, that server uses its user location dataiadecal policy, DNS resolution, or
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other methods to determine the next signaling seoveend system to which the
request should be sent. A request may pass thraaghumber of signaling servers:
from zero (in the case when end systems commundiedetly) to the entire server
on the network (Tong, 2005).

Exchingef
Swigch

VolP
network
IF phone g Ei

Signalling Signaling
server Gateway

P Metwork

Figure 2.5 Generalized model

A Media Gateway acts as a translation unit betwbkgparate telecommunications
networks such as PSTN; Next Generation Networks; 285 and 3G radio access
networks or PBX. Media Gateways enable multimediamunications across Next
Generation Networks over multiple transport protesuch as ATM and IP. Media
gateways, also commonly referred to as VolP gateweag devices which bridge
conventional telephone networks and equipment & Velephone networks. VolP
Media Gateways perform the conversion between TBMes to Voice over Internet
Protocol (VoIP). A typical media gateway has asteane conventional telephone

port and at least one Ethernet port (Freeman, 2005)

As the Media Gateway connects different types dfvoeks, one of its main
functions is to convert between the different traission and coding techniques.
Media streaming functions such as echo cancellaidrMF, and tone sender are

also located in the Media Gateways (Freeman, 2005).

Media gateways are part of the physical trans@yel. They are regulated by a
call control function housed in a media gatewayticdier. A media gateway, with

its associated gateway controller, is necessarytifer network transformation to
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packetized voice (Freeman, 2005). Several of theiangateway functions are listed
below:

» Carries out A/D conversion of the analog voice cigrfcalled compression in
many texts);

» Converts a DSO or EO to a binary signal compatbtk IP or ATM,;

» Supports several types of access networks, indudmedia such as copper
(including various DSL regimes), fiber, radio (Wwess) and CATV cable. It is
also able to support various formats found in PDH &DH hierarchies;

» Capable of handling several voice and data interfaotocols;

It must provide interface between the media gatea@trol device and the
media gateway. This involves one of four protoc&#, H.323, MGCP and
Megaco (H.248);

* It can handle switching and media processing basextandard network PCM,
ATM and traditional IP;

* Transport of voice. There are four transmissionegaties that may be

involved:
1. Standard PCM (EO/E1 or DS0/DS1)
2. ATM over AAL1/AAL2
3. IP-based RTP/RTCP
4. Frame relay

The gateway controller or media gateway contro(lRIGC) carries out the
signaling function on VoIP circuits. Some textsl@al MGC a ‘softswitch’, even
though they are not truly switches but servers ¢batrol gateways (Freeman, 2005).

This function is illustrated in Figure 2.6.

An MGC can control numerous gateways, but to imeraeliability and
availability, several MGCs may be employed in safmdocations with function
duplication on the gateways they control. Thusprieé MGC fails, others can take

over its functions. That is, establishing telephammnectivity, maintaining that
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connectivity, and taking down the circuit when tlisers are finished with
conversation (Freeman, 2005).

Signaling
ignalin
Signeling MGC
l T
» MG
—» MG i
MG

Figure 2.6 The media gateway controller @rovides a signaling interface for media
gateways (MGs), thence to the IP netwbreéman, 2005).



CHAPTER THREE
VOIP PRINCIPLES

3.1Codecs

Compression/Decompression (CODEC) technolbgg been used in VolP
equipment for converting audio signals into a dilgiiit stream and vice versa. The
main advantage of using compression techniqudsaisitt allows a reduction in the
required bandwidth while preserving voice qualitycertain degree. There are many
compression schemes available but the most VolRceewses those CODECs
which are standardized by international boards atids such as the ITU-T and
accepted worldwide for the sake of interoperab#ityoss different vendors. Each of
them has different properties in relation to theoant of bandwidth it requires, but
also, the perceived quality of the encoded spekgtals There are some of the most
popular CODECs are G.711, G.723 and G.729.

3.11G.711

Among all the available CODECs, G.711 is one of st common and basic
CODEC which has been used by number of manufastuteruses Pulse Code
Modulation (PCM) "technique of voice frequenciestla¢ rate of 64 kbps which
covers both encoding methods "A-law" angd-ld4w". A-law and p-law are
compounding schemes which facilitate linear codmgise more dynamics to the 8
bit samples. The voice signal is sample into 13 dmined linear audio sample
sampled at a sample rate, which is then compoutae bit using a logarithmic
scale for transmission over a 64 Kbps data chaoin®khz at the receiving end the
data is then converted back to linear scale (13dwitl played back. North America
and Japan are mostly ugdaw whereas Europe and the rest of the world usanA
especially for the international routes. G.711 rwa-compressing CODEC, requires
low computation complexity and provides very goadce quality with negligible
delay. However, it consumes 64 kbps per directidnich is high compared to other
CODEC (Mehdi, 2009).

17
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312 G.723

There are two types of G.723 CODECs available enrttarket, one with the bit
rate of 5.3 kbps and the other is 6.3 kbps, alswieel as G.723r53 and G.723r63,
respectively. The higher bit rate corresponds tbebeuality whereas lower bit rate
provides fair quality but provides system architieetwith additional flexibility to
use it for a bit rate (Mehdi, 2009).

3.1.3 G.729

The G.729 CODEC samples the filtered voice band® &Hz with a 16 bit
resolution, it uses additional compressing algaritto deliver a stream of 8 kbps.
This special CODEC optimizes the bandwidth usecetarh connection. It normally
requires a high computation complexity which introds a relatively low delay.
G.729 CODEC is transmitted using Real Time Prot¢BdlP) over User Datagram
Protocol (UDP) over Internet Protocol (IP) and theerhead introduced in VolP
communication links by the RTP/UDP/IP header whgcquite high (Mehdi, 2009).

The following Table 3.1 summarizes common CODECrattaristics for the

smallest packet duration, referred to as basi¢ saig quality.

Table 3.1 CODEC performances comparison chart (I@gb&heema, 2009)

Codec Bit Rate Method Algorithm Delay Quality (MOS)
G.711 64 A-law or p-law 0.125ms 4.0
G.723r53 53 ACELP 37.5ms 3.6
G.723r63 6.3 MP-MLQ 37.5ms 3.9
G.729 8 CS-ACELP 15.0ms 3.9
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3.2 VolIP Protocols

The CODEC needs a protocol to transport this @atded speech) from one place
to another which shows that the protocols are gitant as the CODECs for the

complete communication.

Protocols are set of rules or procedures that #ghereway used by endpoints
when they communicate in a network. In Internegghbny data is transmitted in the
form of Datagram. Every Datagram has a source addeestination address and
sequence number. Each datagram of file/messageepéndently routed across the
network and datagram are reassembled at the regeemd. The internet was
designed to deliver the datagrams reliably withoorisidering delays. Internet data
transmissions are composed of several layers. €hgork layer consists of the IP
which establishes a connection between two comguidre Internet Protocol (IP) is
provided for routing datagrams between any two sadiéh checking for corruption
and loss. The transport layer provides the rulgsired for sending the data and the
application layer determines how the data will wecpssed once it arrives at its
destination.

Most data travelling over the Internet uses then3imsission Control Protocol
(TCP) for the transport layer because it guarande&s delivery and integrity. TCP is
provided for re-transmission of lost data and agkedgements have also been sent
back. Retries for re-transmission of data will b&et some time, so then TCP can
take much longer time. Thus TCP is highly unsatisiey for fixed data
transmission. VolP does not need the kind of dgefivguarantee which TCP
provides, so IP network in VoIP transmissions ca@ an alternative faster transport
layer protocol, user datagram protocol (UDP). Ueginot re-transmit the lost data
and there are no acknowledgements also in casé®&f Blowever, in TCP if there
are more number of hops, the acknowledgement takeger time, but in UDP no
such acknowledgement. Thus, UDP competes more tiggc than TCP in a
congested IP network for available bandwidth. Bseaof these reasons, VoIP

generally uses UDP. Once VolIP data arrives ataiidation, the application layer
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interprets it and presents it to the user. In thigpter, the application layer protocols
are examined.

In the application layer, Voice over IP (VoIP) ssagnaling protocols (H.323,
SIP, and MGCP) for establishing connections betwemdipoints and also, it uses
media protocols (RTP, RTCP and RTSP) for dealint wie real time data such as
audio or video. The most commonly used applicatayers for VolP are SIP and
RTP.

P
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Figure 3.1 Pictorial overview for VolP prbtocols ifhli, 2006).
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3.2.1 Signaling Protocols

Once a user dials a telephone number, signasingeduired to determine the
status of the called party (available or busy) emestablish the call. Call signaling is
used in Voice over IP (VolP) systems to establshnections between endpoints, or
between an endpoint and a gatekeeper. VoIP signptistocols are divided into two
categories:

» Session Control Protocols: Session Control Protoeoé responsible for the
establishment, preservation and tearing down df sedsions. They are also
responsible for the negotiation of session parammetach as codecs, tones,
bandwidth capabilities, etc. The main Session @br@rotocols in the IP
network are H.323 and SIP.
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* Media Control Protocols: Media Control Protocol® aesponsible for the
creation and tearing down of media connections.yTdre used to open and
close media pin-holes on VoIP gateways and to pootifications coming
from those gateways. The Media Gateways are thd®\tmwmponents that
transport media between the IP and PSTN netwottkgy &re controlled by an
entity that is called Media Gateway Controller. Tager uses a Media Control
Protocol to control Media flows on the Gateway. TWwe main Media Control
Protocols are MGCP and Megaco (H.248).

3.2.1.1 H.323

H.323 protocol specifies the components, protocatsl processes that provide
multimedia communication services, real-time audi@jdeo, and data
communications over packet-based networks inclutheginternet. H.323 is part of
a family of ITU-T recommendations called H.32x thptovides multimedia
communication services over a variety of netwokk823 can be applied in a variety
of mechanisms, such as audio only (IP telephonyyica and video (video
telephony), audio and data, and audio, video antal #8323 can also be applied to

multipoint-multimedia communications.

3.2.1.1.1 H.323 Componentdhe H.323 standard specifies the following
components. These are Terminals, Gateways (GWgk&epers (GK), Multipoint
Control Units (MCU), Multipoint Controller (MC), ahMultipoint Processors (MP).

* Terminal: An H.323 terminal is an endpoint on thetwork which provides
real-time, two-way communications with another RB3&rminal, GW, or
MCU. This communication consists of control, indioas, audio, moving
color video pictures, and/or data between the twminals. A terminal may
provide speech only, speech and data, speech derd,wr speech, data, and
video (Kashihara, 2011).
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o Gateway: The GW is a H.323 entity on the networkicWwhallows
intercommunication between IP networks and legadscuit-switched
networks, such as ISDN and PSTN. They provide $iggnanapping as well as
transcoding facilities (Kashihara, 2011).

» Gatekeeper: The GK is a H.323 entity on the netwdnich performs the role
of the central manager of Volervices to the endpoints. This entity provides
address translation and controls access to theonetfor H.323 terminals,
GWs, and MCUs. The GK may also provide other sessito the terminals,
GWs, and MCUs such as bandwidth management andtingcasWs
(Kashihara, 2011).

* MCU: The MCU is an H.323 entity on the network whiprovides the
capability for three or more terminals and GW teotipgate in a multipoint
conference. It may also connect two terminals poant-to-point conference
which may later develop into a multipoint conferenthe MCU consists of
two parts, a mandatory MC, and an optional MPhigimplest case, an MCU

may consist only of an MC with no MPs (Kashiha@l D).

* MC: The MC is an H.323 entity on the network whantrols three or more
terminals participating in a multipoint conferende.may also connect two
terminals in a point-to-point conference which miayer develop into a
multipoint conference. The MC provides the capgbibf negotiation with all
terminals to achieve common levels of communicatidh may also control
conference resources such as who is multicastidgoviThe MC does not

perform mixing or switching of audio, video, andaléashihara, 2011).

* MP: The MP is an H.323 entity on the network whigtovides for the
centralized processing of audio, video and/or ddteams in a multipoint
conference. The MP provides for the mixing, swicjior other processing of

media streams under the control of the MC. The M mrocess a single
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media stream or multiple media streams dependinthernype of conference
supported (Kashihara, 2011).
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3.2.1.1.2 H.323 Protocol$1.323 is an umbrella recommendation which depends
on several other standards and recommendationsiablee real-time multimedia

communications. The main ones are:

| Media ' iData/Fax! | Call Control and
| ' i . . [
! H ¥ Signaling !
| i ¥ I
| H X .
! H | :
' Audio i -

| Video g X :
COUEE Cogec ¥ X I
G711 'y ¥ .
. i | H.225 H.225 !
1 |1 T.420 T.38) | H.245 |
i H.263 i 1 @331 RAS |
1 G729 i ' |
i e X |
i ! 1! I
i ! 1! 1
i i i .
| RTP ' X ;
S punpnpnt e Sl !

P

Figure 3.3 H.32&is“Umbrella” specification (Minoli, 2006).
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* Audio CODEC: Audio Codec encodes the audio sigraahfa microphone for
transmission on the transmitting H.323 terminal aletodes the received
audio code that is sent to the speaker on theuwiageH.323 terminal. Because
audio is the minimum service provided by the H.328ndard, all H.323
terminals must have at least one audio CODEC stpg®specified in the ITU
G.711 recommendation (audio coding at 64 kbps).ithadl audio CODEC
recommendations such as G.722 (64, 56, and 48 kgpg23.1 (5.3 and 6.3
kbps), G.728 (16 kbps), and G.729 (8 kbps) may akscupported (Tong,
2005).

» Video CODEC: Video Codec encodes video from a carfa@rtransmission on
the transmitting H.323 terminal and decodes theived video code that is
sent to the video display on the receiving H.328nieal. Because H.323
specifies support of video as optional, the suppdrtvideo CODECs is
optional as well. However, any H.323 terminal pding video
communications must support video encoding anddiegaas specified in the
ITU H.261 recommendation (Tong, 2005).

» H.225 Registration, Admission, and Status (RAS)hésprotocol used between
endpoints (terminals and gateways) and gatekedpepgrform registration,
admission control, bandwidth changes, status, aisgéndage procedures
between endpoints and gatekeepers. A RAS chanokieges RAS messages.
This signaling channel is opened between an entdpatha gatekeeper prior to
the establishment of any other channels (Tong, 2005

» H.225 call signaling: It establishes a connectietwieen two H.323 endpoints.
This is achieved by exchanging H.225 protocol mgssan the call- signaling
channel. The call- signaling channel is opened betwiwo H.323 endpoints or
between an endpoint and the gatekeeper (Tong, 2005)

* H.245 control signaling: It exchanges end-to-endti@ messages governing

the operation of the H.323 endpoint. These comre$sages carry information
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related to capability exchange, opening and closiniggical channels used to
carry media streams, flow-control messages, gene@hmands and
indications (Tong, 2005).

3.2.1.1.3 H.323 Call Scenaridsigure 3.4 shows a typical call flow for H.323 call
setup between two endpoints registered to a ggtekee

» Both endpoints have previously registered withghtekeeper.

* Terminal A initiates the call to the gatekeepelAfRmessages are exchanged).

» The gatekeeper provides information for TerminabAontact Terminal B.

* Terminal A sends a SETUP message to Terminal B.

» Terminal B responds with a Call Proceeding message also contacts the
gatekeeper for permission.

» Terminal B sends an Alerting and Connect message.

* Terminal B and A exchange H.245 messages to determiaster slave,
terminal capabilities, and open logical channels.

* The two terminals establish RTP media paths.

!—P . l—'“
- -

Terminal A Gatekeeper Terminal B

1. ARQ —
e 2 ACF ——
3. SETUP
— 4. Call FrDCEEding

5.ARQ —
+—— 6. ACF ——
T.Alerting
8.Connect

4———— RTP Media Path ———————|

I
RAS messages
Call Signaling Messages

Figure 3.4 Call setwith H.323 (Minoli, 2006).
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3.2.1.2 SIP (Session Initiation Protocol)

SIP was developed by IETF in reaction to the ITBLB23 recommendation. The
IETF believed that H.323 was inadequate for evgViR telephony, because its
command structure is complex and its architectsieentralized and monolithic. SIP
is an application layer control protocol that castablish, modify, and terminate

multimedia sessions or calls (Kashihara, 2011).

The architecture of SIP is similar to that of HTT{Elient-server protocol).
Requests are generated by the client and senetsetiver. The server processes the
requests and then sends a response to the clieatju&st and the responses for that
request make a transaction. SIP has INVITE and Ata&sages which define the
process of opening a reliable channel over whidh a@antrol messages may be
passed. SIP makes minimal assumptions about therlyimd) transport protocol.
This protocol itself provides reliability and doest depend on TCP for reliability.
SIP depends on the Session Description ProtocolP]Sr carrying out the
negotiation for codec identification. SIP suppostssion descriptions that allow
participants to agree on a set of compatible meygees. It also supports user
mobility by proxying and redirecting requests t@ thser’'s current location. The

services that SIP provides include:

» User Location: determination of the end systemeteed for communication

» Call Setup: ringing and establishing call paransetrboth called and calling

party

» User Availability: determination of the willingnessf the called party to

engage in communications
» User Capabilities: determination of the media armdlia parameters to be used

 Call handling: the transfer and termination of €&lfong, 2005)
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3.2.1.2.1 SIP ComponentA. system using SIP can be viewed as consisting of
components defined on two dimensions: client/seraad individual network

elements. RFC3261 defines client and server asvisll

» Client: A client is any network element that sel®IB requests and receives
SIP responses. Clients may or may not interactciyrevith a human user.

User agent clients and proxies are clients (Stli2003).

» Server: A server is a network element that receiggsests in order to service
them and sends back responses to those requestsples of servers are

proxies, user agent servers, redirect serverstegistrars (Stallings, 2003).

The individual elements of a standard SIP configananclude the following:

« User Agents: It is an application that interactthwtine user and contains both a
User Agent Client (UAC) and User Agent Server (UAS)user agent client
initiates SIP requests, and a user agent servelivescSIP requests and returns
responses on user behalf (Kashihara, 2011).

* Registrar Server: It is a SIP server that acceptg re@gistration requests issued
by user agents for the purpose of updating a logatatabase with the contact

information of the user specified in the requesigkihara, 2011).

* Proxy Server: It is an intermediary entity thatsabbth as a server to user
agents by forwarding SIP requests and acts aeat b other SIP servers by
submitting the forwarded requests to them on bebfaliser agents or proxy

servers (Kashihara, 2011).

* Redirect Server: It is a SIP server that helpsdate UAs by providing
alternative locations where the user can be redehab., provides address

mapping services. It responds to a SIP requeshndedsto an address with a list
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of new addresses. A redirect server does not aam|®, does not forward
requests, and does not it initiate any of its olashihara, 2011).

» Location Service: A location service is used byl@ fdirect or proxy server
to obtain information about a callee’s possibleatan(s). For this purpose, the
location service maintains a database of SIP-addReaddress mappings
(Stallings, 2003).

Server Service

DNS = I = I Location

DN

Internet

‘ SIP(SDP)

Server

— -
Proxy
Server

—
Proxy

Wireless
Network

Media (RTP)

User Agent Alice User Agent Bob

Figure 3.5 SIP components and proto@@tallings, 2003).

Figure 3.5 shows how some of the SIP componeraseréd one another and the
protocols that are employed. A user agent acting eent (in this case UAC Alice)
uses SIP to set up a session with a user agenadtsais a server (in this case UAS
Bob). The session initiation dialogue uses SIP srviblves one or more proxy
servers to forward requests and responses betvineetwb user agents. The user
agents also make use of the SDP, which is usedesoritbe the media session
(Stallings, 2003).

The proxy servers may also act as redirect seragreeeded. If redirection is

done, a proxy server needs to consult the locae@rice database, which may or



29

may not be collocated with a proxy server. The camication between the proxy
server and the location service is beyond the sobpiee SIP standard. THomain
Name SystefDNS) is also an important part of SIP operatidgpically, a UAC
makes a request using the domain name of the U#tBer than an IP address. A
proxy server needs to consult a DNS server to &éingroxy server for the target
domain (Stallings, 2003).

3.2.1.2.2 SIP ProtocolsSIP often runs on top of thdéser Datagram
Protocol(UDP) for performance reasons, and provides itsn oveliability
mechanisms, but it may also use TCP. If a secm@ypted transport mechanism is
desired, SIP messages may alternatively be cawiezt the Transport Layer
Security(TLS) protocol (Stallings, 2003).

Associated with SIP is the SDP, defined in RFC 23Rdescribes the content of
sessions, including telephony, internet radio andltimedia applications. SDP

includes information about:

* Media streams: A session can include multiple steeaf differing content.
SDP currently defines audio, video, data, contanigd application as stream
types, similar to the MIME types used for Intermeil.

* Addresses: SDP indicates the destination addreaesh may be a multicast

address, for a media stream.

» Ports: For each stream, the UDP port numbers fodisg and receiving are

specified.

» Payload types: For each media stream type in osexbmple, telephony), the

payload type indicates the media formats that eanded during the session.
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» Start and stop times: These apply to broadcastiossssfor example, a
television or radio program. The start, stop, agkat times of the session are

indicated.

» Originator: For broadcast sessions, the originaospecified, with contact

information. This may be useful if a receiver enteus technical difficulties.

Although SDP provides the capability to describdtmmedia content, it lacks the
mechanisms by which two parties agree on the pdeamé be used. RFC 3264
remedies this lack by defining a simple offer/answmdel, by which two parties
exchange SDP messages to reach agreement on tine ofithe multimedia content
to be transmitted. After this information is exchgad and acknowledged, all
participants are aware of the participants' IP eskls, available transmission
capacity, and media type. Then, data transmisseginb, using an appropriate
transport protocol. Typically, the RTP is used. dughout the session, participants
can make changes to session parameters, such asedhia types or new parties to

the session, using SIP messages (Stallings, 2003).

3.2.1.2.3 SIP Call ScenarioSIP embarks on a four-step procedure to construct a
VolIP call, from a signaling viewpoint. First, a leallocates the appropriate server,
then sends a SIP request (usually “invite”). Tyfycathe request arrives at its
destination, where the client accepts the call.nTthe originating caller sends an
acknowledgement back to the recipient. Likewise, station that initiates the call
also sends the acknowledgement. The detailed imfioom about this procedure is

explained in chapter three.
3.2.1.3 Comparison between SIP and H.323
H.323 and SIP are both competing for the dominaid® telephony signaling.

There is much debate in the industry as to whidtggol is superior, H.323, SIP or
perhaps another protocol that may be in the esalyes of development. Currently,
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there is no clear-cut winner. The main differenaeSIP and H.323 are summarized
in the table 3.2.

Table 3.2 Comparison between H.323 and SIP (T20@5)

Area H.323 SIP
Complexity Complex protocol Comparatively simpler
Encoding Binary ASN.1 PSN encoding Text-based UTF-8 encoding
Extensibility Limited Easy, not limited

o Requires full backward Does not require full backward
Compatibility o o

compatibility compatibility
Scalability Less scalable (state full, TCP) More scalable ¢t#at, UDP)
Transport TCP only TCP, UDP or other
Conferencing MCU required Using IP multicast
Services Provide richer set of functionality Simple set ohttionality
Loop detection State full (difficult) Stateless (comparatively gas
E.164 scheme, H.323 ID alias, ...
Addressing _ SIP URLs
(more flexible)
Mobilt More limited (does not support| More flexible and rapid (support
obili
Y forking proxy ) forking proxy)
Conference
Supported Not supported

control

» Complexity: If we compare the protocols in the aspd complexity, H.323 is
the most complex of the two protocols. H.323 defihendreds of elements,
while SIP has only 37 headers, each with a smathbar of values and
parameters. H.323 uses a binary representationtfamessages, which are
based on Abstract Syntax Notation One (ASN.1) &edpacked encoding rules
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(PER). ASN.1 generally requires special code-geaesdo parse. SIP uses a
simple format for commands and messages, the ¢extat similar to HTTP
and RTSP. These are text strings that are easgdodé, and hence, easy to
debug. The entire set of messages is also mucHesrttan in H.323. Another
advantage of SIP is that it uses a single request dontains all necessary
information, while many of the H.323 services regunteraction between the

several protocol components that are includederstandard (Tong, 2005).

Compatibility: H323 is a strict protocol; it reges full backward
compatibility. That means the later version of H388st be compatible with
the earlier version. In a H323 system, a Ciscowgayemust co-operates with a
terminal produced by Lucent because of standardemmgntations. Otherwise,
SIP is an open protocol and easy to extend. It doesequire full backward
compatibility; it means the later version does hawe to support all the
capability of previous versions. SIP devices can easily compatible to
systems of other producers just by exchanging mébion about their
capabilities, such as encoding methods or the mgessthey have, and co-

operate only on the common capability (Tong, 2005).

Scalability: It is also important as the use ofeinet and its services tend to

grow. At below the protocols are compared in déferlevels:

1. Large Numbers of Domains: As H.323 was originallyamt to be used on
a single LAN, it has some problems with the scéilgbeven though the
newest version defines the concept of zones, afidedeprocedures for
user location across zones for email names. Itigesvno easy way to
perform loop detection in complex multi-domain skas, it can be done
state fully by storing messages but this is nolatde. SIP, however, uses
a loop detection method by checking the historthefmessage in the via
header fields, which can be performed in a stadetenner.

2. Server Processing: Both H323 gateways, gatekeep®isSIP servers,

gateways will be required to handle calls from dtitude of users. A SIP
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transaction through several servers and gatewaybeeither state full or
stateless. This means that large, backbone setlratshandle a lot of
traffic can be stateless to reduce the memory reménts. This is
combined with the ability of using UDP, as UDP doed require any
connection state. H.323, on the other, requiregatekeepers to be state
full. Furthermore, the connections are TCP baseduclwmeans that a

gatekeeper must hold its connections throughoatla c

* Mobility: The service of personal mobility is alsapported by both protocols,
but H.323's support for this is more limited. Sl&ncboth redirect and proxy
incoming requests to a number of locations using arbitrary URL.
Information about language spoken, business or hameile phone or fixed,
and a list of callee priorities, can be conveyed dach location. SIP also
supports, multi-hop “searches” for a user. This msethat the servers can
proxy the request to one or more additional serireiearch of the callee. A
SIP server can also proxy the request to multipleess in parallel, called
forking proxy, which makes the search operation enaapid. H.323 can
redirect a caller to try several other addresseseht is neither possible to
express preferences, nor can the caller expredsr@nees in the original
invitation. H.323 was not designed for wide arearapon, it does support call
forwarding, but as mentioned before it has no meisha for loop detection
H.323 does not allow a gatekeeper to proxy a reégoesultiple servers either
(Tong, 2005).

» Services: Roughly SIP and H.323 provides the saeneices, even if new
services always are added. In addition to call robrgervices, both SIP and
H.323 provide capabilities exchange services. is fibgard, H.323 provides a
much richer set of functionality. Terminals can eg3 their ability to perform
various encodings and decodings based on paranoétdrs codec, and based
on which other codecs are in use. SIP only use& baseiver capability
indication. This means that SIP sends a list ofetheodings supported and it is

for the other side to choose any subset of theseg;,T2005).
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3.2.1.4 MGCP (Media Gateway Control Protocol)
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Figure 3.6 MGCP endpoints and connections

This protocol was the predecessor to ‘Megaco’ diichslds sway with a number
of carriers and other VoIP users. It is a protdhat defines communication between
call control elements (Call Agents) and telephomyegays. Call Agents are also
known as Media Gateway Controllers. It is a conpadtocol, allowing a central
coordinator to monitor events in IP phones andways and instructs them to send
media to specific addresses. It resulted from tleger of the Simple Gateway
Control Protocol and Internet Protocol Device Cohtihe call control intelligence
is located outside the gateways and handled byreteall control elements, the
Call Agent. MGCP assumes that these call contremehts or Call Agents will
synchronize with each other to send coherent cordmtmthe gateways under their
controls. It is a master/slave protocol, where gageways are expected to execute
commands sent by the Call Agents. It has introdulceadtoncepts of connections and
endpoints for establishing voice paths between gaicipants, and the concepts of
events and signals for establishing and tearingndcails. Since the main emphasis
of MGCP is simplicity and reliability and it allowmgrogramming difficulties to be
concentrated in Call Agents, so it will enable ssr\providers to develop reliable

and cheap local access systems.
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3.2.1.5 Megaco/H.248

Oneway
(unidirectional)
stream

Figure 3.7 Megac@#4B concepts

Megaco is a call-control protocol that communicdtesveen a gateway controller
and a gateway. It evolved from and replaces SG@#p(s gateway control protocol)
and MGCP (media gateway control protocol). Megaddresses the relationship
between a media gateway (MG) and a media gatewayatier (MGC). An MGC is
sometimes called a ‘softswitch’ or ‘call agent’. tBoMegaco and MGCP are
relatively low-level devices that instruct MGs tonmect streams coming from
outside the cell or packet data network onto a @ack cell stream governed by
RTP.

3.2.1.6 Comparison between MGCP and Megaco/H.248

MEGACO offers the following key enhancements oves@P:

» Supports multimedia and multipoint conferencingaarded services

* Improved syntax for more efficient semantic mesgageessing

* TCP and UDP transport options

» Allows text or binary encoding, formalized extemsiprocess for enhanced
functionality

» Formalized extension process for enhanced fundttgna
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Table 3.3 Main differences between Megaco/MGCP

Megaco /H.248 MGCP
A call is represented by terminations within a A call is represented by endpoints within
call context connections

Call types include any combination of Call types include point-to-point and

multimedia and conferencing multipoint
Syntax is text binary Syntax is text
Transport layer is TCP or UDP Transport layer isRUD
Defined by the IETF and ITU Defined by Cisco anduwiated in IETF

H.248 has the same architecture as MGCP. The coosnam similar, but the
main difference is that H.248 commands apply toieations relative to a context
rather than to individual connections, as is theecaith MGCP. Connections are
achieved by placing two or more terminations int@ammon context. It is the
concept of a context that facilitates support ofitrmedia and conferencing calls.
The context can be viewed as a mixing bridge tbpperts multiple media streams

for enhanced multimedia services (Sulkin, 2002).

3.2.2 Real Time Protocols

The Internet carries all types of traffic. Eacheypas different characteristics and
requirements. For example, a file transfer appbcatequires that some quantity of
data is transferred in an acceptable amount of, imhée Internet telephony requires
that most packets get to the receiver in less tharseconds. If enough bandwidth is
available, best-effort service fulfills all of treesequirements. When resources are

scarce, however, real-time traffic will suffer fratre congestion (Liu, 1998).



37

layer Underlying LAN or WAN

technology

Physical
layer

g & MPEG || MPEGI || MPEG2 Motion
A lica ¥ . e w
o ll.lmn i e Audio Video Video JFEG RTSP
ayer
- RTP RTCP
I'ransport
layer
: unpe TCE
(all now)
Nm\ﬁ'[:rk TE ]
ayer
Data link .

Figure 3.8 Protocol stack for multimedia serviddstawal, 2005).

The solution for multimedia over IP is to class#ly traffic, allocate priority for
different applications and make reservations. Tiegrated Services working group
in the IETF (Internet Engineering Task Force) deped an enhanced Internet
service model called Integrated Services that ohetubest-effort service and real-
time service, see RFC 1633. The real-time servideemable IP networks to provide
quality of service to multimedia applications. Res® Reservation Protocol
(RSVP), together with Real-time Transport Proto¢BITP), Real-Time Control
Protocol (RTCP), Real-Time Streaming Protocol (R) Sprovides a working
foundation for real-time services. Integrated Smsi allows applications to
configure and manage a single infrastructure forltimadia applications and
traditional applications. It is a comprehensive rapph to provide applications with

the type of service they need and in the qualigy tthoose (Liu, 1998).

3.2.2.1 RTP (Real Time Transport Protocol)

Real-Time Transport Protocol (RTP) is the Inteqmettocol which transmits real-
time data such as audio and video. RTP does ndusexely guarantee real-time
delivery of data, but it does provide mechanisms tfee sending and receiving

applications to support streaming data.
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As VolIP doesn’'t use TCP (Transmission Control Rrofp RTP runs on top of
the User Datagram protocol (UDP) instead. VolP udB$ as the transport layer.
The UDP protocol provides only a direct method eriding and receiving data over
an IP network and offers very few error recovemyises. UDP has no mechanisms
in place to notify the application of any loss fiartsmission whilst delivering packets
of data,; it also sends data unordered with no guees of the data being presented in
the receiving application. All re-ordering of dat¢o the correct format, which it was
sent, is handled by the RTP.

When transmitting the streams of data, the protoeelds to handle the following

conditions in the network:

» The network can de-sequence packets
» Some packets can be lost

« Jitter is introduced (jitter is a variance of padkeer-arrival time).

Out of these three, RTP aims to solve only twoasspacket de-sequencing and
jitter (using sequence numbers and timestamps).nVitheomes to packet loss, the
protocol prefers "real-timeless” to reliability. $bme packets get lost, they get lost,
it's more important to transmit the stream in temk. Because of this, RTP works on
top of UDP. TCP is not suitable for real-time pials because of its retransmission

scheme.

In the Figure 3.9, a simplified RTP packet struetisrshown. The most important
fields of this packet are payload type, sequeneebaun, timestamp, synchronization

source and contributing source.

Payload type for the data carried in the packee P field is 7 bit long, so it
allows values between 0 and 127. There are sewadic values defined, for
example "0" represents G.711 u-Law, "8" represeént&ll A-Law, and "18" stands

for G.729. The interval between 96 and 127 is reskfor dynamic payload types.
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These dynamic payload types need to be negotigtedhbtever signaling protocol is
used to establish the VolP call (e.g. SIP or H.323)

The sequence number starts at a random value amcrésnented with each RTP
packet sent. This helps to identify packets reakioet of sequence. Similar to the
sequence number, the timestamp is initialized vatmandom value. The clock
frequency depends on the payload type. With thet sl narrow-band audio, the
frequency is 8000 Hz and the timestamp is thedaknt when the first audio sample

in the payload was sampled.

Synchronization source (SSRC) is chosen randomily, tle intent that no two
synchronization sources within the same RTP sessitinhave the same SSRC
identifier. In a special situation, the stream banproduced by a mixer from several
streams. The IDs of the contributing sources calistexl in the CSRC fields and the
field CC gives the number of contributing sourddswever, this is not used very

often in practice.

2 3 4 8 9 16bit] 32bit]

VP >=:| C3RC count | M | Payload type || Sequence number |
| Timestamp |
|—

Synchronization source (33RC)

| Contributing source (CSRC: variable 0 - 15 items, 2 octets each) |
P ——

Figure 3.9 The RTP packet header.

In the most typical situation (no CSRC fields, neatier extension), the RTP
header consists of 12 bytes. In VolP, voice packegsinserted into data packets
using RTP, which in turn are inside UDP packetsc®©WNoIP data arrives, the

application layer interprets it and the data ispreed to the user.

3.2.2.2 RTCP (Real Time Control Protocol)

RTCP accompanies RTP and is used to transmit domfiarmation about the

RTP session. RTCP packets are sent only from tine¢ime since there is a
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recommendation that the RTCP traffic should conslese than 5 percent of the

session bandwidth.

The most important content types carried in RTCEkeis include information
about call participants (for example, name and @&-address) and statistics about
the quality of the transmission (for example irgenval jitter and the number of lost
packets). The report sent by a participant who Betids and receives data is called a
sender report (SR), while reports sent by partidipavho only receive RTP streams

are called receiver reports (RR).

There is a rule that RTP should use an even UDPmpmnber (e.g. 5000) and the
related RTCP should use the next odd port (e.gl)p00

- sender I

Figure 3.10 Treal time protocols (Hetawall, 2005).

RTCP performs four functions. The first one is pdawg feedback on the quality
of the data distribution. This is an integral paftthe RTP"s role as a transport
protocol and is related to the flow and congestiontrol functions of other transport
protocols. The second one is carrying a persidramisport-level identifier for an
RTP source called the canonical name or CNAME. &ihe SSRC identifier may
change if a conflict is discovered or a progranrestarted, receivers require the
CNAME to keep track of each participant. Receiveesy also require the CNAME
to associate multiple data streams from a givetigyaant in a set of related RTP

sessions, for example to synchronize audio andovid@lke first two functions require



41

that all participants send RTCP packets, therdafteeate must be controlled in order
for RTP to scale up to a large number of participaBy having each participant
send its control packets to all the others, eachimdependently observe the number
of participants. This number is used to calcul&ie tate at which the packets are
sent. An optional function is to convey minimal gea control information, for
example participant identification to be displayedhe user interface. This is most
likely to be useful in "loosely controlled” sesssowhere participants enter and leave

without membership control or parameter negotiaffechulzrinne & Casner, 2003).

The first three functions should be used in alliemments, but particularly in the
IP multicast environment. RTP application desigrsrsuld avoid mechanisms that
can only work in unicast mode and will not scaldaiger numbers. Transmission of
RTCP may be controlled separately for senders a&acdivers for cases such as
unidirectional links where feedback from receivieraot possible.

3.2.2.3 RTSP (Real Time Streaming Protocol)

RTSP, the Real Time Streaming Protocol, is a cléemver protocol that provides
control over the delivery of real-time media strsaih provides "VCR-style" remote
control functionality for audio and video streartike pause, fast forward, reverse,
and absolute positioning. It provides the meansmosing delivery channels (such
as UDP, multicast UDP and TCP), and delivery meismas based upon RTP. RTSP
establishes and controls streams of continuousoaautil video media between the
media servers and the clients. A media server gesviplayback or recording
services for the media streams while a client retgueontinuous media data from the
media server. RTSP acts as the "network remoteabietween the server and the
client (Arora, 1999).

It supports the following operations:

* Retrieval of media from media server: The client caquest a presentation

description, and ask the server to setup a sessieend the requested data.
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The server can either multicast the presentatiosead it to the client using

unicast.

 Invitation of a media server to a conference: Theeli®m server can be invited to

the conference to play back media or to recorceagntation.

» Addition of media to an existing presentation: Tdever or the client can

notify each other about any additional media ttzet Ilecome available.

Default port
554
RTSP SETUP
[ | RTSP OK
RTSP RTSP PLAY
server RTSP OK r TCP RTSP
RTSP TEARDOVWM client
RTSP OK
get UDP port | i
| choose
UDF port
data RTP VIDEO AV
L 11D 5
source m RTP AUDIO [y subsystem
8 RTCP
media server media player

Figure 3.11 The RTSP session (Hetawall, 2005).

Features of RTSP include:

* RTSP is an application level protocol with syntaxd aoperations similar to
HTTP, but works for audio and video. It uses URke those in HTTP.
* An RTSP server needs to maintain states, using SETEARDOWN and

other methods.

* Unlike HTTP, in RTSP both servers and clients czuie requests.

* RTSP is implemented on multiple operating systeatf@ms and it allows

interoperability between clients and servers froffecent manufacturers.
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3.2.2.4 RSVP (Resource Reservation Protocol)

A host uses RSVP to request a specific Quality efvise (QoS) from the
network, on behalf of an application data streai@VR carries the request through
the network, visiting each node the network usesatoy the stream. At each node,
RSVP attempts to make a resource reservation éosttleam (Berson, 1999).

To make a resource reservation at a node, the REBé¢mMon communicates with
two local decision modules, admission control aalicy control. Admission control
determines whether the node has sufficient avalaglsources to supply the
requested QoS. Policy control determines whether uker has administrative
permission to make the reservation. If either chiadk, the RSVP program returns
an error notification to the application procesatthriginated the request. If both
checks succeed, the RSVP daemon sets parametensaicket classifier and packet
scheduler to obtain the desired QoS. The packssifler determines the QoS class
for each packet and the scheduler orders packetrigsion to achieve the promised

QoS for each stream.

RSVP Policsy
Draemon Clontral
|}Lppliua Litihk dmission
Control

Paclet |l Paclet H
Data |Massifier| [3cheduler

Figure 3R3VP modules (Berson, 1999).

A primary feature of RSVP is its scalability. RS¥¢Pales to very large multicast
groups because it uses receiver-oriented resemnvadiquests that merge as they
progress up the multicast tree. The reservatiorafsingle receiver does not need to
travel to the source of a multicast tree; rathémanels only until it reaches a reserved

branch of the tree. The reservation request mageistravels up the multicast tree.
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While the RSVP protocol is designed specifically foulticast applications, it may

also make unicast reservations.

Bender

T
AN

Feceiver Feceiver Feceiver
#1 #3 #3

Figure 3.13 RSVP multicast tree
(Berson, 1999).

RSVP is also designed to utilize the robustnessciofent Internet routing
algorithms. RSVP does not perform its own routingstead it uses underlying
routing protocols to determine where it should gaeservation requests. As routing
changes paths to adapt to topology changes, RS¥ptsads reservation to the new
paths wherever reservations are in place. This taatudoes not rule out RSVP
from using other routing services. Current reseasttnin the RSVP project is
focusing on designing RSVP to use routing servibas provide alternate paths and

fixed paths.



CHAPTER FOUR
SIP OPERATIONS

4.1 Introduction

In this chapter, the examples of Session Initiafvotocol (SIP) call flows are
examined. Elements in these call flows include BBer Agents and Clients, SIP
Proxy and Redirect Servers. Scenarios include 8tfstration and SIP session

establishment. Call flow diagrams and messageldetia shown.

A resource within a SIP configuration is identifidey a URI. Examples of

communications resources include the following:

A user of an online service

An appearance on a multiline phone

A mailbox on a messaging system

A telephone number at a gateway service

A group (such as “sales” or “help desk”) in an argation

SIP URIs has a format based on e-mail address fsymamelyuser@domain
There are two common schemes. An ordinary SIP URIlof the form:
sip:bob@biloxi.com. The URI may also include a password, port numbed a
related parameters. If secure transmission is redufsip:” is replaced by Sips”.

In the latter case, SIP messages are transporegdia® (Stallings, 2003).

4.2 SIP Messages

SIP is a text-based protocol with syntax similathat of HTTP. There are two
different types of SIP messages, requests and nmseepo The format difference
between the two types of messages is seen inrtdifie. The first line of a request
has a method, defining the nature of the requabbaRequest-URI, indicating where

the request should be sent. The first line of garse has a response code. All

45
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messages include a header, consisting of a nunhliees, each line beginning with
a header label. A message can also contain a hmttlyas an SDP media description.

For SIP requests, RFC 3261 defines the followinthous:

* REGISTER: Used by a user agent to notify a SIPigardtion of its current IP
address and the URLs for which it would like toeiee calls.

In the following figures (Figure 4.1 and Figure ¥.2he scenarios about SIP
registration are shown. In the Figure 4.1 Bob sen&P REGISTER request to the
SIP server. The request includes the user's coligacthis flow shows the use of
HTTP Digest for authentication using TLS transp®ttS transport is used due to the
lack of integrity protection in HTTP Digest and ttanger of registration hijacking
without it, as described in RFC 3261. The SIP seprevides a challenge to Bob.
Bob enters her/his valid user ID and password. 8&bP client encrypts the user
information according to the challenge issued bg 8IP server and sends the
response to the SIP server. The SIP server vatidhgeuser's credentials. It registers
the user in its contact database and returns amesp200 OK) to Bob's SIP client.
The response includes the user's current contstdnliContact headers. The format
of the authentication shown is HTTP digest. It sswaned that Bob has not

previously registered with this Server (Johnstoon@van & Sparks, 2003).

/ =
Proxy Server

User Agent Bob (152.0.2.4)
(1.2.3.4) |
| — |
mroTaTED FL !
I—_"_ "“"‘"‘-—-PI
i 401 Unauthcorizsd FZ2
|
| I
| BECIZSTER Fi
[ — I
| 200 ox Fe >
2 OF. F !
< :
I
|

Figure 4.1 Sucdelssew registration (Johnston, Donovan & Sparks,
2003).
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In the Figure 4.2 Bob sends a SIP REGISTER redoeste SIP Server. The SIP
server provides a challenge to Bob. Bob enterdhiseuser ID and password. Bob's
SIP client encrypts the user information accordmthe challenge issued by the SIP
server and sends the response to the SIP serverSIFhserver attempts to validate
the user's credentials, but they are not valid (&e&r's password does not match the
password established for the user's account). Eneeisreturns a response (401
Unauthorized) to Bob's SIP client.

/ =
/ Proxy Server

User Agent Bob (192.0.2.4)

(1.2.3.4) i

| _ |

I REGISTER F1L i

| 401 Unauthcrized FI =
D —— |

| —— — |

1 Unauthorizsd 74 |

€ =i

1 i

Figure 4.2 Unsuccessfull registration (JohnsBmovan & Sparks,
2003).

INVITE: Used to establish a media session betwesen agents

ACK: Confirms reliable message exchanges

CANCEL: Terminates a pending request, but doesindb a completed call

« BYE: Terminates a session between two users imiegmce

OPTIONS: Solicits information about the capabistief the callee, but does

not set up a call
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For example, the header of message (1) in FiguBe ndight look like the

following:

INVITE sip:bob@biloxi.com SIP/2.0

Via: SIP/2.0/UDP 12.26.17.91:5060

Max-Forwards: 70

To: Bob <sip:bob@biloxi.com

From: Alice <sip:alice@atlanta.com;tag=1928301774
Call-ID: a84b4c76e66710@12.26.17.91

CSeq: 314159 INVITE

Contact: <sip:alice@atlanta.com>

Content-Type: application/sdp

Content-Length: 142

The first line contains the method name (INVITE)SE URI, and the version
number of SIP that is used. The lines that folloe a list of header fields. This

example contains the minimum required set (Stasli2§03).

The ‘Via’ headers show the path the request hasntak the SIP configuration
(source and intervening proxies), and are usedtwerresponses back along the
same path. As the INVITE message leaves, thenelystioe header inserted by Alice.
The line contains the IP address (12.26.17.91) pomber (5060), and transport
protocol (UDP) that Alice wants Bob to use in lesponse (Stallings, 2003).

The ‘Max-Forwards’ header limits the number of hapsequest can make on the
way to its destination. It consists of an intedeattis decremented by one by each
proxy that forwards the request. If the Max-Forvgakdlue reaches 0 before the
request reaches its destination, it is rejectedh w&it483 (Too Many Hops) error

response (Stallings, 2003).

The ‘To’ header field contains a display name (Babjl a SIP or SIPS URI

(sip:bob@biloxi.com) toward which the request waginally directed. The ‘From’
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header field also contains a display name (Alicel &a SIP or SIPS URI
(sip:alice@atlanta.com) that indicate the originaibthe request. This header field
also has a tag parameter that contains a randamg $11928301774) that was added
to the URI by the UAC. It is used to identify thession.

The ‘Call-ID’ header field contains a globally ung identifier for this call,
generated by the combination of a random string thedhost name or IP address.
The combination of the ‘To’ tag, ‘From’ tag, anddlGID’ completely defines a

peer-to-peer SIP relationship between Alice and &uatbis referred to as a dialog.

The ‘CSeq’ or ‘Command Sequence’ header field dostan integer and a
method name. The ‘CSeq’ number is initialized a& $kart of a call (314159 in this
example), incremented for each new request withohadog, and is a traditional
sequence number. The ‘CSeq’ is used to distingaisbtransmission from a new

request (Stallings, 2003).

The ‘Contact’ header field contains a SIP URI foedt communication between
user agents. Whereas the ‘Via’ header field tefleoelements where to send the
response, the ‘Contact’ header field tells othemants where to send future requests
for this dialog (Stallings, 2003).

The ‘Content-Type’ header field indicates the tygfethe message body. The
‘Content-Length’ header field gives the length atets of the message body.

The SIP response types defined in RFC 3261 ateeifollowing categories:

Provisional (1xx): The request was received arzkiag processed.

Success (2xx): The action was successfully recewederstood, and accepted.

Redirection (3xx): Further action needs to be takeorder to complete the

request.

Client Error (4xx): The request contains bad syrwaxcannot be fulfilled at

this server.
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» Server Error (5xx): The server failed to fulfill apparently valid request.

» Global Failure (6xx): The request cannot be fidfillat any server.

For example, the header of message (13) in FiguBendight look like the

following:

SIP/2.0 200 OK

Via: SIP/2.0/UDP server10.biloxi.com

Via: SIP/2.0/UDP bigbox3.site3.atlanta.com
Via: SIP/2.0/UDP 12.26.17.91:5060

To: Bob <sip:bob@biloxi.com;tag=a6c85cf
From: Alice <sip:alice@atlanta.com;tag=1928301774
Call-ID: a84b4c76e66710@12.26.17.91
CSeq: 314159 INVITE

Contact: <sip:bob@biloxi.com>
Content-Type: application/sdp
Content-Length: 131

The first line contains the version number of StBttis used and the response
code and name. The lines that follow are a lished&der fields. The ‘Via’, ‘To’,
‘From’, ‘Call-ID’, and ‘CSeq’ header fields are depg from the INVITE request.
(There are three “Via' header field values; oneeatldy Alice’s SIP UAC, one added
by the atlanta.com proxy, and one added by theibtlom proxy.) Bob’s SIP phone
has added a tag parameter to the ‘To’ header fidits tag is incorporated by both
endpoints into the dialog and is included in atufe requests and responses in this
call (Stallings, 2003).

4.3SIP Session Establishment
Figure 4.3 shows a successful attempt by user Abticestablish a session with

user Bob, whose URI is ‘bob@biloxi.com’. Alice’s WA is configured to

communicate with a proxy server (the outbound sgiveits domain and begins by
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sending an INVITE message to the proxy server ithdicates its desire to invite
Bob’s UAS into a session (1); the server acknowdsdthe request (2). Although
Bob’s UAS is identified by its URI, the outboundopy server needs to account for
the possibility that Bob is not currently availabte that Bob has moved.
Accordingly, the outbound proxy server should famvéhe INVITE request to the
proxy server that is responsible for the dontalaxi.com. The outbound proxy thus
consults a local DNS server to obtain the IP addofghebiloxi.com proxy server

(3), by asking for the DNS SRV resource record twitains information on the

proxy server fobiloxi.com (Stallings, 2003).

DNS & = | Location
Server Service

Ay : . INVITE
To: sipsbob@biloxi.com

=5, & =
Proxy Server . 150 Trying Proxy Server
(15.16.17.18) (192.0.2.4)
11. 180 Ringing
14. 200 0K .
y 16. 180 ACK
[
4 : Media (RTP) -
User Agent Alice - - User Agent Bob
(12.26.17.91) {12.3.4)

Figure 4.3 SIP session establishment (Stalling832

The DNS server responds (4) with the IP addredbedbiloxi.com proxy server
(the inbound server). Alice’s proxy server can rfovwvard the INVITE message to
the inbound proxy server (5), whidcknowledges the message (6). The inbound
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proxy server now consuleslocation server to determine Bob’s location Bo)p &nd
the locatiorserver responds with Bob’s location, indicating tRab is signed inand
therefore available for SIP messages 8k proxy server can now send the INVITE
message on to Bob (9). Wnging response is sent from Bob back to Alice, (1D,
12) while theUAS at Bob is alerting the local media applicatiar example,
telephony). When the media application acceptsc#iie Bob’s UASsends back an
OK response to Alice (13, 14, and 15) (Stalling¥)3.

Finally, Alice’s UAC sends an acknowledgement mgesto Bob’s UAS to
confirm the reception of the final response (16)tHis example, the ACK is sent
directly from Alice to Bob, bypassing the two presi This occurs because the
endpoints have learned each other’'s address freMiNWITE/200 (OK) exchange,
which was not known when the initial INVITE was &efhe media session has now
begun, and Alice and Bob can exchange data overoomaore RTP connections
(Stallings, 2003).

4.4 S|P Presence Scenario

This example (Figure 4.4) makes use of two mestgs. These message types
support telephony applications. Suppose that inptteeeding example, Alice was
informed that Bob was not available. Alice’s UACncthen issue a SUBSCRIBE
message (1), indicating that it wants to be infaméen Bob is available (Stallings,
2003).

This request is forwarded through the two proxiesour example to a PINT
(PSTN-Internet Networking) server (2, 3). A PINTh& acts as a gateway between
an IP network from which comes a request to platdephone call and a telephone
network that executes the call by connecting to dbstination telephone. In this
example, we assume that the PINT server logic lfocaed with the location
service. It could also be the case that Bob iccl#d to the Internet rather than a
PSTN, in which case the equivalent of PINT loginéeded to handle SUBSCRIBE

requests. In this example, we assume the latter @sglime that the PINT
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functionality is implemented in the location servién any case, the location service
authorizes subscription by returning an OK mesgdgewhich is passed back to
Alice (5, 6). The location service then immediategnds a NOTIFY message with
Bob’s current status of not signed in (7, 8, 9)ijchtAlice’s UAC acknowledges (10,
11, 12) (Stallings, 2003).

DNS = —I ana!inn
Server Semvice/

PINT Server

2. SUBSCRIBE
To: sip1bob@biloxi . com

8. NOTIFY Proxy
<MNot Signed In> Server

4| 3. 200 Trying

-

11. 200 0K

¥

2,

User Agent Alice User Agent Bob
{Not Signed In)

Figure 4.4 SIP presence example (Stallings, 2003).

Figure 4.5 continues the example of Figure 4.4. Bans on by sending a
REGISTER message to the proxy in its domain (1 pfoxy updates the database
at the location service to reflect registration e update is confirmed to the proxy
(3), which confirms the registration to Bob (4).eTRINT functionality learns of
Bob’s new status from the location server (hereagsgume that they are collocated)

and sends a NOTIFY message containing Bob’s netuss(&), which is forwarded
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to Alice (6, 7). Alice’s UAC acknowledges receidttbe notification (8, 9 and 10)
(Stallings, 2003).

DNS & = | Location
Server Service

6. MNOTIFY
<Signed In>
Proxy =
Server 9. 2000K -
User Agent Alice User Ageni Bob

{mot signed in)

Figure 4.5 SIP registration and notification exaen{8tallings, 2003).



CHAPTER FIVE
VOIP PROTOTYPE

5.1Introduction

A VoIP phone system requires the use of SIP phonedP phones. SIP phones

come in several versions/types:

» Software based SIP phone: it is a software baseégpBbdne is a program which
makes use of your computer's microphone and speakean attached headset
to allow you to make or receive calls. ExamplesSt® phones are eyeBeam
from CounterPath (formerly Xten), OpenWengo, NexgigXphone, Adore
Softphone, Express Talk and SJphone. However, &gpdmnd Peers are the
SIP softphone applications. Sipdroid works on thedidid mobile phone or
tablet and Peers works on Windows, Linux and MdoesE applications are
examined and used as a SIP client in the VoIP systetotype which was

implemented for this thesis.

* USB VoIP phones: A USB phone plugs into the USBt péra computer and
with the use of a SIP/ VoIP soft phone softwaredvels just like a phone.
Essentially it is not more than a microphone witbpaaker, however because

they appear like a normal phone they are moretinéuio use for a user.

» Hardware SIP Phone: A hardware based SIP phons ldakand behaves just
like a normal ‘phone’. However it is connected dihg to the data network.
These phones have an integrated mini hub, sotliegtdan share the network
connection with the computer. That way you do reschan additional network
point for the phone. Examples of hardware SIP phame Cisco, Linksys,

Aastra, Snom and Grandstream.

» Use analog phone via an ATA adapter: If you wantige your current phone

with the VoIP phone system, you can use an ATA ttap\n ATA adapter

55
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allows you to plug in the Ethernet network jacloitihe adapter and then plug
the phone into the adapter. That way your old pheitleappear to the VolP

phone system software as a regular SIP phone.

5.2 Prototype Design

In order to implement VoIP prototype, an Android bile phone with SipDroid
application and a PC with Peers application arel @sea user agent. Also, in the
system two autonomous access points (AIR-AP11314x@)used to allow these
wireless clients to access a local area networkudlgg these access points, three
types of wireless network configurations can belengented. These wireless modes

and the role of the access points in these modessted at below.

* Root access point: It is connected to a wired LAN a supports wireless

network to the clients.

* Repeater access point. It is not connected to @iAN and it associates to a

root access point, and supports wireless clients.

» Workgroup Bridge: It is not connected to a wiredNLAIt associates to a root

access point or bridge and supports wired netwevkces.

In this thesis, the access points are used asunust An autonomous access point
is connected directly to a wired LAN and so, it\pd®s a connection point for
wireless user agents (Android mobile phone and PEijce more than one
autonomous access point is connected to the LANuser agents can roam one area
of a facility to another without losing their cormtien to the network. As users move
out range of one access point, they automaticalhnect to the associated network
through another access point. The roaming prosessamless and transparent to the

user. The implementation of the VoIP prototyp#lustrated in the Figure 5.1.
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Figure 5.1 VolP prototype.
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5.3 Prototype Components

The main components which are used in the VolRoppe include two SIP
softphone applications which are called as Sipdamd Peers and two access points
which are used to provide wireless network for e&R clients. The detailed

information about these components is given in¢hepter.

5.3.1 Sipdroid

Sipdroid is a java based, open source SIP cllatthas recently been developed

for use with mobile devices based on Google’s Aitptatform (Andrews, 2009).

Utilizing an SIP strategy using the Android is edibly easy with Sipdroid,
because Sipdroid will allow users to call any SH#3dd PC. Initiating a session via
PC will allow users to connect from their Androad computer, which is definitely
a good thing if a user wants to talk to someone’svhitting at their computer. But in
reality, Sipdroid application is once set up irfte tnobile Android device, it will be
able to connect with any SIP-enabled device, inolydther Androids.

These features allow for both voice and video camfeing, both of which are of
course hallmarks of SIP communication and mobil@maonication in general. But
these features also make it easy to have someaorsealy connect to a meeting via
SIP. Other traditional SIP capabilities can also Handled from the Android,

allowing a new range of mobility for any business/eler or traveler in general.

Sipdroid allows users to use Android phone withadmany SIP provider. The
calls are crystal clear even over a 3G networlewike for a WLAN connection. The
best part about Sipdroid is that it integrates thiophone, eliminating the need for a
separate phone book. The users simply use theirofthdontacts in the same way as

if they were making a call over a cellular network.
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Although Sipdroid will likely mature quickly, it isurrently only fully supported
using virtual PBX service from PBXes.com. PBXes.coifiers a free basic account
registration for their service. Once a basic actowith PBXes.com is created,
additional SIP providers/registrars can be set utpinvthe Trunks section of their

web based Ul. This service is free, but the sebugpbit tricky.

Also, there are many free SIP providers such a2SP, GetOnSIP and
Ekiga.net. Some of these SIP providers actually kwaithout the use of
http://pbxes.org and offer free voice service folydnternet calls, not towards fixed

line phone, nor mobiles.

In this thesis, Sipdroid application is executgdulking a SIP account which is

provided from one of the SIP providers called d&32SlIP.

SIP2SIP is a free SIP service that provides a 8t®umt that can be used for
applications beyond Voice over IP. The servicedistributed in multiple data
centers for high availability and scalability puses. This service may be used to
communicate using audio, video and instant mesgagsmg the SIP protocol. The
SIP account is Presence/IM enabled with suppontefievant SIP SIMPLE standards
for MSRP relay extension, Presence Agent, XCAPRIhS services. The features of

SIP2SIP service are;

Public SIP address under @sip2sip.info
Audio and Video (RTP, sRTP, zRTP)

IM and File Transfers (MSRP relay support)
Presence (PUBLISH, SUBSCRIBE, NOTIFY)
Contacts Management (XCAP protocol)

NAT traversal including ICE support

» Conferencing for IM and Wideband audio

There are thousands of SIP devices on the markieSdh account on each device

is configured differently. Each SIP provider willvg user at least three parameters:
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username, domain and password. Sometimes a SIRdgromay give user an

outbound proxy or a proxy.

The necessary information to create SIP accourairoid Sipdroid application

is written in the Table 5.1.

Table 5.1 Android Sipdroidonfiguration

Authorization Username sip2sip username
Server or Proxy proxy.sipthor.net
Domain sip2sip.info
Password XXX

In order to test this application and also to usa &IP client in the VolP system
prototype, the open source code of the applicati@btained. This code is examined
in Eclipse Java Development Tool. In order to cdenpsuccessfully, some
optimizations and modifications are made in thers®ucode. After compile
operation, this SIP softphone application is load#d the Android mobile phone.
Before running the Sipdroid program, the necessaljystments should be done on

the application Settings screens.

The first step is creating SIP account which isvmted from sip2sip service for
the Sipdroid program. The SIP account informatidmclv is written in Table 5.1
should be entered into specified columns on ‘Sliecdat’ screen. Since the aim of
this thesis is to implement VolP call over wirelessworks, only WLAN technology
is preferred to connect when the Sipdroid applicainitiates. The screenshots of
these settings screens are shown in Figure 5.Fignde 5.3. After the completion of

configuration, the application can be initiated.
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Figure 5.3 Settings screen of KiHapplication.
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5.3.2 Peers

Peers is an example of softphone (a software phohe)place calls using
software, rules and unique “numbers” need to babéished so that each software
phone can place calls to other phones. Those ankegalled a protocol. Although
there are many protocols for voice communicatioerowternet (VolP) such as
MGCP, H.323 and SIP, Peers softphone supportsSiflyrotocol.

Peers is written in java and works on Windows, kirand Mac. It can be used
with SIP servers like open sips or asterisk IPBXSupports G711 codec (PCMU and
PCMA) and telephone-events (DTMF).

In order to use this application, each user netsdswn SIP account. SIP account
for Peers application can be created from any $i€eprovider. SIP account for this
application is provided by the SIP provider (SIF2SWhich is used for also Sipdroid

application and mentioned in Section 5.3.1.

5.3.2.1 Architecture

Peers has been developed in java by using an taijeated programming
language. Peers is separated in packages (guicaip, etc.). It relies only on
standard java specification APl and two java exters APIs called as javasound
and swing. If a standard java platform (opensdiysdld) is used, everything is
already included in this environment; there is reed to any library. The Peers

architecture is shown in Figure 5.4.
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Figure 5.4 Peanshitecture.

The first categorization in the source code is doneprotocols and very high

level capabilities:

* net.sourceforge.peers.gui

* net.sourceforge.peers.media: media package isonsdpe for sound
encoding.

* net.sourceforge.peers.sdp: SDP does not rely oneatgrnal library. SDP
package contains SDP related sources.

* net.sourceforge.peers.sip: SIP does not rely on extgrnal library. SIP
package contains SIP stack implementation. Itesotly complicated package.
SIP stack is illustrated in Figure 5.5 and is mafde

1. net.sourceforge.peers.sip.core
net.sourceforge.peers.sip.transactionuser
net.sourceforge.peers.sip.transaction

net.sourceforge.peers.sip.transport

a k0D

net.sourceforge.peers.sip.syntaxencoding
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core

trensaction user

transaction

trasport

syrtax [ encoding

Figure 5.5 SIP stack

* net.sourceforge.peers.rtp: RTP package containss g E€P implementation,
which is used by media package.

5.3.2.2 SIP Package Details

Peers source code is separated in packages thespond to SIP layers.

As mentioned in section 4.2, SIP uses two typesnebsages: requests and
responses. Requests contain a method that willrggpgest aim and a request for the
person/server we want to reach. And responses inoatatatus code that gives
response status: success, failure, etc. The detmfermation about SIP messages
are given in section 4.2. SIP messages have bgamased in objects as shown in

Figure 5.6 to ease message content access in(R&ersneau, 2011).

In Peers, transport package is quite simfleansportManager creates client
transports and server transports. Those clienspais and server transports are
called message senders and message receivers. Icthahind the stage,
DatagramSockets are doing the real job. The trahspger is also generally
responsible for message retransmissions. As SIRswaver UDP, those message

retransmissions are very important to avoid losiiegsages (Mantineau, 2011).
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Figure 5.6 SIP message and its components.

Transport management has been done in a very meye In theory, UDP
packets may contain several SIP messages, bufetisre is not implemented in
Peers. Actually on client side, this would probadyvery odd to receive several SIP
messages in the same UDP packet. In day-to-dayitliever occurs. Several multi-
SIP messages UDP packets generally only occur ketiwgh-loaded servers, not on
User-Agents. In theory, in SIP messages bigger kigd or 1300 bytes if MTU is
unknown are supposed to be sent on a reliablepgoangrotocol such as TCP. In
peers, this feature is not implemented and so,paflkets are sent over UDP
(Mantineau, 2011).

In summary, the requests are routed by using Rbeteder and request-uri
domain name. If Route header is not in messagegdiRess is used for routing
requests. Responses are routed using via headgmaétally contains an IP address

and a port on which the response must be sent (ivemnt, 2011).

The other layer in SIP stack is transaction. Tha af the transaction can be

described as “if everything goes well, else do mafh If any error occurs during
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transaction management, before transaction managemedifications are aborted
on transaction-related objects (generally dialagestetc.) and the original state is
come back. In SIP, a transaction is made of. exawte request, eventually one or
several provisional response(s) (status code betd8& and 199) and exactly one
final response (status code between 200 and 69ant{iMeau, 2011).

Transactions that receive requests are called is&nargsactions and transactions
which send requests are called client transactibremsactions that create a dialog
are called invite transactions, as INVITE is théyanethod that can create dialogs in
RFC3261. Transactions that will not create a dialag called non-invite
transactions. Thus there are four transaction typeste client transaction, invite
server transaction, non-invite client transactiord aon-invite server transaction
(Mantineau, 2011).

Server and client aspects of transaction have baplemented as interfaces in
Peers, and invite and non-invite property have beglemented in abstract classes.
Thus those four transactions have been implementegteir own class in Peers,
extending and implementing the appropriate clasd arerface. Transaction
manager works with transactions using their clsart/er property. Thus it uses
ClientTransaction and ServerTransaction interfameshandle them (Mantineau,
2011).

Several layers are using transaction layer on fipewuside: core and dialog. Core
is User-Agent, Proxy, Registrar or Redirect Seraed dialog is transaction user.
Transaction user is probably the simplest laye$lip. It contains Dialogs. A dialog
is the representation of a media session on theatmside. There are two sides in
SIP: media and control. Dialog is on control sidd aedia session is on media side.
Media session is often the term employed in SDP RM&. One state machine is
necessary for dialogs. Inside a dialog, there ferimation of local and remote
contact addresses, unique id, etc. Dialogs are gea@ihaising DialogManager
(Mantineau, 2011).
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On the top of transaction user layer, core layat defines the SIP element role is
found. As already mentioned in Section 3.2.1.2yrehsere several nodes: proxy,

registrar, redirect server and user-agent.

Peers is a user-agent. It's the software employaasbkrs to place or receive calls.
Actually, a user-agent is just the SIP part of theftware. Since user-agent is
considered as the image of the software in SIFKsthe corresponding package is
named as ‘net.sourceforge.peers.sip.core.useraga@’s SIP core layer or core role

Is User-Agent.

LIserAgent

CaplureRtpSender Transportanager

IncomingRipReader TransactionManager

DialogManager

UAC

LIAS

ChallengeManager

Figure 5.7 User-agent references.

In SIP, the core layer is the brain. Dependingtsrrale, it can be more or less
sophisticated, but it's the place where generahiieh is defined. Another property
of SIP protocol is that complex things are manaigedient software applications.
The complexity is implemented on the edge of thewagk in SIP protocol. To
support this complexity, each single feature hanbmplemented in a separate class
in Peers (Mantineau, 2011).

A user-agent always contains both a user-agenttciied a user-agent server. A

user-agent client is responsible for requests sgndind a user-agent server is
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responsible for incoming requests processing. larf?ehey are called UAC and
UAS (Mantineau, 2011).

User Agent keeps references to many important thjddAC, UAS, media
related objects (CaptureRtpSender and IncomingRig&¢ and managers
(ChallengeManager, DialogManager, TransactionManage TransportManager).

Each layer manager is referenced here. All coredidas and Managers are
instantiated within UserAgent constructor. Thus, uinderlying layer objects are
created implicitly when the user instantiates a h=serAgent. (Mantineau, 2011).

Communication between core SIP layer (User-agerd)graphical user interface
(GUI) is done using an interface called SipListerirus, separation between SIP
layers and user interface is clearly identifiede @ommunication is done with GUI
package, but this graphical user interface couldepéaced with another GUI, a web
interface, or even a console interface thanks it gbneric way of communicating

between sip core layer and upper layer (Mantin2alil).

gui _)
»
1 invite acceptCall
!
SipListener UAC H UAS
incnmmgCaIIl
- L.
core

Figure $neraction between core and GUI

The software which needs to use peers SIP statkamibther GUI can instantiate
a UserAgent object and then it can use this usemtagstance to communicate with
peers SIP stack. The SipListener interface offbes user interface a way to be
notified of SIP incoming events: incoming call, leal pickup, remote hang up, etc.

User actions are provided to sip core through UA@d aUAS via
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UserAgent.getUAC() and UserAgent.getUAS() methongite, register, acceptCall
and rejectCall. Incoming events correspond to nasho SipListener interface. This
interface is implemented by a main class in uppged (EventManager in GUI
package); the upper layer processes the incomiagtewand eventually takes action

on SIP core layer depending on previous eventsiaadactions (Mantineau, 2011).

5.3.2.3 SDP Package Detalils

SDP package is responsible for codec negotiatitwe. ffegotiation principle is
quite simple. At any time, an entity generates #arawith all supported codecs.
Firstly, this offer is sent to another entity. Thehe entity that received the offer
parses this offer, analyzes it and finally genexate answer. There is always one
answer for one offer. The answer is not alwaysséi@e since it depends on offer
(Mantineau, 2011).

In SIP theory, an offer can be present in eithéfIINE or 200 body. If the offer is
in INVITE, the answer is in 200. If the offer is #00, the answer is in ACK body
and INVITE body is empty. Peers does not supporptg INVITE body. SDP
contains critical information about media streathgrovides the IP address and the
port on which it wishes to receive RTP packetsaldb describes the payload types
that it supports. SDP gives media description,metlia content. The protocol that
transports media streams is RTP. This protocolsprarts encoded media with a

specific wrapping format, defined as payload tydargtineau, 2011).

In Peers source code, SDPManager is the place velergthing is done at SDP
level. This class generates offers, parses anstweestract useful information (IP
address, port, payload type) and generates andvasesl on incoming offers. The
object employed to describe an SDP body is Sesssoiption. A
SessionDescription can contain several MediaDesmng. A MediaDescription
typically corresponds to an audio stream or a vsteeam. A MediaDescription can
contain several Codecs. SDP objects are illustriatédgure 5.9. MediaDestination



70

is the combination of IP address, port and Coddts Tlass eases RTP targets
description (Mantineau, 2011).

SessionDescription
1

n

MediaDescription
1

n

Codec

Figure 5.9 SDP objects.

5.3.2.4 Media Package Details

The main classes of this package are responsible ®RTP
packetization/depacketization, media encoding, ®medilecompression, and
microphone capture and media playback. The medibage relies on RTP peers

package and javasound (Mantineau, 2011).

Javasound is standard sun javasound API. The yseadound for media capture
and playback is critical. Although it is not thenglest java media API, it has the
advantage of being tested by sun on each suppoldddrm (Windows, Linux, Mac,
Solaris, etc.). Peers has been tested successfullyinux, Windows and Mac OS
10.6. Even though Javasound has many drawbacksasutdw guaranteed features
and no standard audio data format, it is alreatlggmated in java standard edition
API. Also, it avoids third-party libraries with na¢ parts (Mantineau, 2011).

Peers codecs have been implemented the most gerasrias possible. As PCMU
and PCMA are supported in peers, each one haswits Encoder and Decoder.
Encoder and Decoder classes in Peers applicatigndefine a process method that
will work on input to generate an output dependamgcodec algorithm. Encoder is
started at the beginning of a call and only theecespecific encoding is done in

concrete class (Mantineau, 2011).
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5.3.2.5 RTP Package Details

RTP stack in Peers is very simple. The main clasisi® stack is RtpSession. This
class handles the packet sending and receptioglids on java 5 ExecutorService to
receive packets. Nevertheless it does not creatparate thread to send packets; it
simply sends them on demand using send (RtpPaokethod. As other packets,
RTP package makes use of a listener to notifyeception of an RTP packet. When
a packet is received, the raw data is parsed uRipdarser class. Thus a new
RtpPacket is created and provided to the RtpListeméhich subscribed to RTP
packet reception on RtpSession (Mantineau, 20RTMP packet flow is illustrated in
Figure 5.10.

Remote RTP party 1
o 4 S

send(RtpPacket)
i

” RtpSession
RtpListener \

Figure 5.10 RTP packet flow.

Remote RTP party 2

An RtpPacket contains standard RTP headers and938RC, SequenceNumber,
PayloadType, etc.). Peers RTP stack is based orBB38C Before it can be used, an
RtpSession has to be started using ‘start()’ methatker it can be stopped using
‘stop()’ method. An RtpSession uses an initial ream® address and a port number
to send first RTP packets before any RTP packebbas receive from remote RTP
party. Once a packet has been received, if thaeltiPeas or the port from which the
packet is coming differs from the previous ones, tmote IP address and port are
updated with latest ones. This enables NAT travensa few cases. Thus peers RTP

stack support symmetric RTP (Mantineau, 2011).
5.3.2.6 GUI Package Detalils
Peers is based on swing for GUlI management. Glaged on a class which

manages all events coming from SIP layer and fra®er @and dispatches events

among GUI components. This class is EventManadws. dlass receives invocations
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from SIP layer using its SipListener interface. mhé dispatches events to the
appropriated frames. EventManager is listening tamés through listener’s
interfaces: MainFramelListener, CallFrameListenererEfManager also implements
ActionListener to receive events from MainFrame dieThus when user is
clicking on Edit > Account, the corresponding eveeaches EventManager and
EventManager eventually instantiates a new Accaanté to enable user configure

SIP account. Several frames are implemented in(Glhtineau, 2011).

The first one is MainFrame. It is the most impottamd first class to be
instantiated. Mainframe is actually the class twattains the main() method of peers.
It creates and references EventManager. Then Eardlyer creates and manages
other frames and their corresponding events. Theesshot of MainFrame is shown
at Figure 5.11.

-

|i~| /Peers: SIP User-Agent I. = Hhr

File Edit Help

:ip:gamze.andruid@siphﬂ Call |

@ SIP URI must start with sip:

L% —

Figure 5.11 Mé&ame in action.

The next one is CallFrame. When user places orivetea new call, a new
CallFrame is created and displayed to user. Theeashots of CallFrame before and

after callee pickup are shown in Figure 5.12 amgife 5.13.

|| & sipgamze.android @sip2sip.info I."":‘HELMJ

sip:gamze.android @sip2sip.info

NN
| i) (i)
7 T
| (] |t

3

£

0

=

\
| 4
|
|

Ringing| Hangup | ‘

Figure 5.12 (fadime (before pickup) in action.
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'L sipigamze android @sip2sipinfo (=) i

sip:gamze. android @sip2sip.info
o 2 o
i l
(] (i i
e o G

Talking Hangup

Figure 5.13 (fadime (after pickup) in action.

The last one is AccountFrame. This frame enablesspeser to configure his or

her SIP account with a minimal interface as shawhigure 5.14.

i E F: ty
=i r

Account management

| Lizer gamze.computer '
Diomain sipZsip.info
Password sRRRSERERS

Quthound Proxy sipiproxy. sipthor.net

@ Registered | Close | _

Figure 5.14 Accotnatme in action.

This class also displays the registration statethef corresponding account.
Actually, this registration state is also displayedMainFrame to let user know that
his or her account is registered on regular Pearsip.

5.3.3 Wireless Access Points
The function of a wireless access point is to allweless devices such as

projectors, PCs and PDAs to access a local aremoriet Wireless access points

mainly act as switches to spread connections vasgle The difference between an
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access point and a router is that access pointsotdassign IP addresses and they
don’'t have firewalls. Access points only lock ouaffic that does not have the

wireless key.

Wireless access points (APs or WAPS) are speaialhfigured nodes on wireless
local area networks (WLANS). Access points act aerdral transmitter and receiver
of WLAN radio signals. Access points used in homarall business networks are
generally small, dedicated hardware devices faajua built-in network adapter,
antenna, and radio transmitter. Access points stiMgoFi wireless communication
standards. Although very small WLANs can functioitheut access points in so-
called "ad hoc" or peer-to-peer mode, access psimpport "infrastructure™ mode.
This mode bridges WLANSs with a wired Ethernet LANJaalso scales the network
to support more clients. Older and base model agoemts allowed a maximum of
only 10 or 20 clients; many newer access pointpedpp to 255 clients (Mitchell,
n.d.).

5.3.3.1 Cisco Aironet 1130AG Series Access Point

Cisco Aironet 1130AG Series Access Point (modelR-AP1131AG and AIR-
AP1131G) supports a management system based om C8 software. The
1130AG series access point is a Wi-Fi certifiedrel@ss LAN transceiver. The
1131AG access point uses dual integrated radidsH1802.11g and IEEE-802.11a).
The access point serves as the connection powebatwireless and wired networks
or as the center point of a stand-alone wireledsvar&. In large installations,
wireless users within radio range of an accesstp@n roam throughout a facility

while maintaining uninterrupted access to the nétw@isco Systems, 2008).

In this thesis, AIR-AP1131AG model access points ased in order to
implement the VoIP system prototype. Installationgedure is applied to access
points by following “Quick Start Guide Cisco Airand130AG Access Point”
document. First of all, the access point is coretetd power source. When power is

supplied to the access point, a routine power-wuesece began by changing the
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access point status LED. During the power up sexpuéime LED displayed a series
of colors. When the power up sequence was comgiete] ED displayed a light

green color. This color indicates that it is reddy operation. At this point, the

access point needs an IP address to operate. Thesapoint is no longer shipped
with a default IP address. The existing network lea@®HCP server and so, it
obtained an IP address from existing network’s DHeR/er when the access point
was connected to the corresponding network. lfettisting network does not have a
DHCP server, the access point continues to requre? address until it is assigned
one. In this case, the IP address must be configoyeopening the command line
interface (CLI) from a terminal session establisitadbugh the access point’s
console port. The scope of this thesis, IP addiessbtained from DHCP server
automatically. Since the access point obtainedRtsaddress from the network’s
DHCP server, assigned IP address is found by queptyie DHCP server using the
access point's MAC address.

After the IP address is obtained, in order to gpnie basic settings, the PC which
is in the same network with the access point islube address is entered into web
browser address field. After the correct usernaassyword (‘Cisco/Cisco’ as a

default) is entered into pop up window, the setliagreen is opened.

The necessary configurations are implemented in dbresponding settings
windows. The screenshots of configuration scregasshown in Figure 5.15 and
5.16.
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ap1 uptime is 31 minutes

Hostname ap-
It is @ name for the access

point that identifies it on the
existing network

It specifies how the access\

Express Set.U
e . point obtains an IP address.

s . .
Host Name: |ap1 = DHCP: IP address is
automatically assigned by
MAC Address: eBb7 4857 flac the network

Static IP: It uses an P
address that is entered in

Configuration Server Protocol: & DHCP (O Static IP the IP address field.

IP Address: |192.16823 | ™
It is obtained from DHCP
IP Subnet Mask: |255255255{] | SEerver or is assigned
with static IP address.
Default Gateway: [192.1682.1 |
SNMP Community: |defauItCommunity |

® Read-Only O Read-Write
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Ethernet LAN and accepts
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Aironet Extensions: @ Enable ) Disable
Radio1-802.11A
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Figure 5.15 Express set-up screen.
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Hostname ap1 ap1 uptime is 1 hour, 4 minutes

It is a unigque identifier that clients use to
associate with the access point. It helps

Express Security Set-Up client devices distinguish between multiple
$SID Confi tion wireless networks in the same vicinity
——
1. 5SID |AP1 | [] Broadcast SSID in Beacon
2. VLAN
® NoVLAN O Enable VLANID:| | (14094) [ Native VLAN
. It is more secure than no security. There
3. Security are two different lengths for WEFP keys: 40
. bit and 128 bit. Cisco access points use
Mo S t .
© No Security hexedecimal chracters.
@ Static WEP Key
|Key‘| v||.---.-..-.-- ||4ﬂbit V|
O EAP Authentication
RADIUS Server | |[Ht}5tname or [P
Address)
RADIUS Server | |
Secret:
O WPA
RADIUS Server | |[H05tname or IP
Address)
RADIUS Server | |
Secret:
After the configuration is completed,
'Apply' button is clicked and then SSID Apply
record is added into table.
SSID Table
SSID | VLAN | Encryption | Authentication Key Native Broadcast
Management VLAN SSID
wep
® AP1 | none mandatory open none s

Figure 5.16 Express security set-up screen.

After the configuration procedure is completed, #oeess point is appeared in
wireless network list as shown in Figure 5.17.

}:' AP1

(li
‘' Security-enabled wireless network lillu

Figure 5.17 Access point in wéisd network list.



CHAPTER SIX
CONCLUSION

6.1 Conclusion

The main idea of this thesis is to understand Vi@éhnology by examining
general structure, working principles and fundamkecbmponents as well as to
implement the simple VolP prototype in wirelesswaaks. The general structure of
this technology is explained by comparing with tinaditional circuit switched
networks and by emphasizing its superior featukéslP technology uses the
Internet's packet-switching capabilities to provjg®one service. Packet switching
allows several telephone calls to occupy the amotigpace occupied by only one in
a circuit-switched network. Also, in packet switofyj instead of routing the data
over a dedicated line, the data packets flow thmoagchaotic network along

thousands of possible paths.

In this thesis, the VoIP signaling protocols, HB3@TU-T standard) and SIP
(IETF standard), are discussed and compared. Adtihdnoth protocols are designed
for VoIP applications, their original focus is vedyfferent. The focus of H.323 has
been set to handle voice and multimedia calls dioly supplementary services.
Otherwise, SIP has been designed as a genericattéors protocol for session
initiation, not limited to any specific media ser@s like audio or video. H.323 has
more share of the market at present, but SIP isuehnietter protocol given its
simplicity and scalability. Since in the public Wlservices, SIP is currently the
dominant technology, SIP soft phone applicationseweeferred to use in the VolP
prototype. In order to do the actual voice tranggbe VolP system needs some real
time protocols. An overview of real time protoctlg specifying their functions are
also stated. These protocols can be used with HBB3 and SIP protocols. RTP
and RTCP are used for the real-time transport andralling. RTSP is used to
provide controlled delivery of media streams. RS¥Rised to reserve resources in
the network and thereby provide some Quality oviser Also, some protocols are

78
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required in conjunction with SIP so as to advertise session (SAP) and give a
description of the session (SDP).

The components of VolP include end-user equipmaetwork components,
gateways and servers. End-user equipment is useddess the VoIP system to
communicate with another end point. Signaling sereandle the application level
control of the routing of signaling messages ttidate a VolP call. Connection to the
network may be physically cabled or may be wirel&sce today’s communication
industry based on the mobility and easy acces$d@osburce, connection to the
network was implemented via wireless technologye €hd-user equipment may be
a hard-phone or a softphone that is installed &Car a mobile phone. Softphones
become more widespread in a little while since they cheaper than hard-phones,
also most of them are free applications which asglgloaded into smart phones and
they have flexible and handy features accordandb miodern time. Because of

these reasons, SIP softphone applications arerprefi the VolP prototype.

In the VolIP prototype, two different softphonepbgations, Sipdroid and Peers,
are installed into an Android based mobile phong @a®C. In the both applications,
SIP signaling protocol and RTP real time protocoé aised. The network
components such as cabling, routers, switches exgka points are used in order to
design VolP prototype. The access points are céeddo the wired network via
switches. The aim of the access point usage idtairo wireless network for soft
phones. End users are connected to different wget®@nnection points which are
provided by access points. For each soft phonecapioin, a SIP account is created
from the Sip2Sip SIP server. When the call procedsrrun in these applications,
SIP session establishment is setup via SIP signaerver. This signaling server
handled the application level control of the rogtof signaling messages in order to
initiate a SIP call. After the completion of thess®n establishment, the data is

transported via RTP real time protocol.
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As a result, the prototype of VolP system was anpnted over wireless
networks. The components and protocols which agd usthe prototype are selected

by considering their superior functions and coniphtly with current technologies.

6.2 Future Works

In this prototype, the overall structure of VolPstgm was examined in detail.
VoIP call scenarios which were mentioned in thedtltchapter were observed in real
time by using Wireshark network protocol analyzZdthough VolP technology was
analyzed in detail, the design principles and dquatif service factors weren’t
discussed in the scope of this thesis. As a fulmek, this VoIP prototype should be
examined by taking into consideration to qualitgtfes such as delay, jitter and
packet loss and the prototype should be improveddmgidering these issues. Also,
Comparison between the two SIP softphone applicattan be made by considering
their performances over Wireless networks. Thusjaathges and shortcomings

against each other can be specified.
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