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ABSTRACT

One of the today’s advantage almost in every kind of business is computer
networking. If we ask why today, because computer networking will not really be a
competitive advantage in the future: it will be a necessity. The ability to link
computers and data has created new business opportunities especially in projects

where large amounts of data must be processed.

In this project, the process of establishing a physical connection between the
machines on the network and installing the drivers and services necessary to enable
network communication was examined. In order to use networks we need a set of
rules which all of the networks's member agree on, that is a protocol. The purpose of
a network is to exchange information among computers and protocols are the rules
by which computers communicate. The computing community has settled on several
standards and specifications that define the various components of network
architecture. Computers can communicate through cables, light and radio waves.

Transmission media enable computers to send and receive messages.

There are the obvious advantages of a computer network: Multiple real time usage
which allows more than one person to work in the system at a time. In addition to
above advantage with the recent proliferation of the internet, the subject of computer

networks has received great attention.
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OZET

Bugiin butin is ve bilim diinyasinda yer alan en biiyiik avantajlardan biri,
bilgisayarlarlarin bir ag yapisi iginde yer almasidir. Bu ig gevrelerinin sadece rekabet
edebilecek bir avantaji degil gelecekte olmazsa olmazlarindan biri haline
donigecektir. Bilgisayarlar ve veriler arasinda fiziksel baglantilar kurmak 6zellikle
buyuk capta veri isleyen projelerde yeni firsat ortamlan yaratilmasina da neden

olmugtur.

Bu projede, temel olarak bilgisayar agi iginde bulunan makineler arasinda fiziksel
bir noktanin olusturulmasi ve bu fiziksel noktaya siiriicii ve gerekli servis
clemanlarinin  ilave edilmesiyle nasil a§ haberlesmesinin etkin kilindig
aragtirilmistir. Bilgisayar aglarim etkin durumda kullanmak igin, aga bagli tiim
bilgisayarlarin lizerinde anlagtifn ve adina da protokol denilen bir dizi kurallar
biitiiniine ihtiyag duyulur. Bir ag yapisinin amaci bilgisayarlar arasinda bilgi alig-
verigini bilgisayarlarin haberlesme metodu olan protokoller vasttastyla yapmaktir.
Bilgi iletisim toplulugu cesitli standartlar ve ag mimarisinin gesitli birimlerinin
belirttigi ozellikler Gzerine kurulmugtur. Aga bagli bilgisayarlar kablolar, 151k ve
radyo dalgalann vasitasiyla haberlesirler. Ag igindeki iletim ortamu bilgisayarlarin

mesaj alig verigini saglar.

Bir bilgisayar aginin getirdigi en biyiik avantajlar: Bir kerede sistem igersinde
birden fazla insanin g¢oklu ve gergek ortamda bilgi kullammi. Ek olarak internetin
Oonem kazanmasi, diinya uzerinde etkin ve popiler duruma gelmesi ile birlikte

bilgisayar aglar1 kavrami daha 6nce oldugundan daha buytik bir deger kazanmgtir.
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CHAPTER ONE
INTRODUCTION

This thesis concentrates on the computer communication tecniques for building
computer networks. In this context a network is simply: ‘a selection of computing
equipment that is connected together so as to allow inter-communication’. In

computer communication the tecniques can be explained in the following.

Chapter 2 introduces you to some of the basic terms and concepts used when dis-
cussing networking. This chapter explains three different computing models used by
various systems throughout the world and two main types of network models and
then covers how networks are classified based on various factors. The chapter goes
on to describe the various services that a network can offer. Chapter 3 explores some
of standards. The chapter is exploring the Open Systems Interconnection (OSI)
reference model and the other industry standards. These standards include the SLIP,
PPP, the IEEE 802 standards, NDIS, and ODI. Chapter 4 discusses some of the most
common network transmission media. Chapter 5 describes network topologies and
architectures. Chapter 6 examines the role of the network adapter card also known as
a network interface card (NIC). Because a network adapter card is the most common
mechanism for attaching PCs to a network. Chapter 7 explains some of the other
more common devices used to transmit data in a network. Chapter 8 examines a
variety of actual transport protocols and protocol suites, such as TCP/IP and
IPX/SPX. Chapter 9 discusses how the use of fault-tolerant disk configurations and a
backup strategy can help reduce the danger of lost time and data. Chapter 10 deals
with the process of implementing resource sharing, with the main focus being the
administration of a Microsoft network. Chapter 11 presents various programs or
mechanisms that can be used to monitor and record information about the network.
The explanation of what these different mechanisms are and when you would utilise

them is addressed in this chapter.



CHAPTER TWO
NETWORKING TERMS AND CONCEPTS

2.1 Networking Concepts and Components

This chapter begins with a definition of networking. It then moves on to cover
three different computing models used by various systems throughout the world. The
discussion next turns to the two main types of network models and then covers how
networks are classified based on various factors. The chapter goes on to describe the
various services that a network can offer.

A network is a collection of machines that have been linked together physically
and on which software components have been added to facilitate communication and
sharing of information. By this definition, a network might be as simple as the
computers shown in Figure 2.1. Computer, NIC and network cables are the three
elements of a network. A more complicated network may involve more network
devices such as Hubs and repeaters etc. However, computers, NICs and network
cables are necessary to build a network (Glen Berg, 1998).

Network cable

| A/ |
SC S
'\\ Computer with /

NIC installed

Figure 2.1 The simplest network



Network Interface Card (NIC), sometimes refers to as Network Adapter. NIC is
plugged into the slot of the computer and provides the physical connection between
the network cable and the computer.

Suppose NIC A is plugged into computer A, while NIC B is plugged into
computer B. If a user of computer A wants to send a message to a user of computer
B. The message goes to the NIC A first. After that, NIC A converts the message to
small packets that can be transmitted via the network cable. After NIC B receives the
packets from NIC A, it reassembles them and converts the data back to a format that
can be understood by the computer has NIC B installed. This mechanism makes the
communication possible between two computers.

Networking is the concept of sharing resources and services. A network of
computers is a group of interconnected systems sharing resources and interacting
using a shared communications link. A network, therefore, is a set of interconnected
systems with something to share. The shared resource can be data, a printer, a fax
modem, or a service such as a database or an email system. The individual systems
must be connected through a pathway (called the transmission medium) that is used
to transmit the resource or service between the computers. All systems on the
pathway must follow a set of common communication rules for data to arrive at its
intended destination and for the sending and receiving systems to understand each

other. The rules governing computer communication are called protocols.

All networks must have the following:
¢ A resource to share (resource)
¢ A pathway to transfer data (transmission medium)

¢ A set of rules governing how to communicate (protocols)

In general, all networks have certain components, functions and features in
common. These includes:

¢ Servers: Computers that provide shared resources to network users.



¢ Clients: Computers that access shared network resources provided by a
server.

¢ Media: The way that computers are connected.

¢ Shared data: Files provided by servers across the network.

¢ Shared printers and other peripherals: Other resources provided by
Servers.

¢ Resources: Files, printers or other items to be used by network users.

Having a transmission pathway does not always guarantee communication. When
two entities communicate, they do not merely exchange information; rather, they
must understand the information they receive from each other. The goal of computer
networking, therefore, is not simply to exchange data but to understand and use data
received from other entities on the network.

An analogy is people speaking. Just because two people can speak, it does not
mean they automatically can understand each other. These two people might speak
different languages or interpret words differently. One person might use sign
language, while the other uses spoken language. As in human communication, even
though you have two entities who "speak," there is no guarantee they will be able to
understand each other. Just because two computers are sharing resources, it does not

necessarily mean they can communicate.

Because computers can be used in different ways and can be located at different
distances from each other, enabling computers to communicate often can be a
daunting task that draws on a wide variety of technologies.

The two main reasons for using computer networking are to provide services and
to reduce equipment costs. Networks enable computers to share their resources by
offering services to other computers and users on a network. The following are
specific reasons for networking PCs:

¢ Sharing files

¢ Sharing printers and other devices



¢ Enabling centralized administration and security of the resources within the
system
¢ Supporting network applications such as electronic mail and database

services

Figure 2.2 shows the main hardware and software components required to enable
communication between these two machines. The components shown in Figure 2.2
are defined here:

¢ OS: This is the operating system; more specifically, this is the user interface
that you use to connect to other computers on the network.

¢ RDR: The RDR, or redirector, intercepts requests for resource access and, if
required, passes the request to the network. The redirector (or client) can talk only to
a server that understands what it is talking about, or that has a common frame of
reference.

¢ SVR: The server component receives and services the requests from a
redirector.

¢ Protocol: The requests from the redirector and the responses from the server
are encapsulated in a transport protocol. The protocol (such as TCP/IP) then finds the
other computer and moves the data to the target machine.

¢ Network Card: The protocol works with the Network Card to physically
move the data to the other computer.

oS os
RDR | SVR RDR | SVR
Protocol Protocol
Network Card Network Card

Figure 2.2 The various components involved in a network




2.2 Models of Network Computing

After you have the necessary prerequisites for network communication, a
structure must be put in place that organizes how communication and sharing occurs.
Three methods of organization, or models, generally are recognized. The following
are the three models for network computing:

¢ Centralized computing

¢ Distributed computing

¢ Collaborative or cooperative computing

2.2.1 Centralized Computing

The first computers were large, expensive, and difficult to manage. Originally,
these large mainframe computers were not networked as you are familiar with today.
Jobs were entered into the system by reading commands from card decks. The
computer executed one job at a time and generated a printout when the job was
complete. Terminals, which came later, provided the user with a new mechanism to
interact with the centralized computer. These terminals, however, were merely
input/output devices that had no independent processing power. All processing still
took place on the central mainframe, hence the name centralized computing.
Networks, therefore, served little purpose other than to deliver commands to and get
results from the powerful centralized processing device. To this day, large mainframe
systems are still being operated around the world, most often by governments and
large corporations. An example of centralized computing to which everyone can
relate is using an ATM machine. ATMs function as terminals. All processing is done
on the mainframe computer to which the ATMs are comnected. In summary, the
centralized computing model involves the following:

¢ All processing takes place in the central mainframe computer.

¢ Terminals are connected to the central computer and function only as
input/output devices.



This early computing model worked well in large organizations that could justify
the need for these expensive computing devices.

100%-of curigaiting

R tnpitin

Figure 2.3 In centralised computing all the processing is done by a central

computer

2.2.2 Distributed Computing

As personal computers (PCs) were introduced to organizations, a new model of
distributed computing emerged. Instead of concentrating computing at a central
device, PCs made it possible to give each worker an independent, individual
computer. Each PC could receive input and could process information locally,
without the aid of another computer.

This means that groups who previously had found the cost of a mainframe
environment to be prohibitive were now able to gain the benefits of computing at a
far lower cost than that of a mainframe. These PCs, however, did not have the
computing power of a mainframe. Thus, in most instances, a company's mainframe
could not be replaced by a PC.

An analogy might help clarify the difference between the two computing models.
A mainframe, which uses a centralized computing model, is like a bus. A bus is a
large, powerful vehicle used to transport many people at once. Everyone goes to one



location to be transported. In the same way, everyone must work through or at a
mainframe computer. A personal PC, which uses distributed computing, is like a
motorcycle. It transports one person at a time. Each person can use his own
motorcycle to go somewhere without worrying about the other users. PCs enable
individuals to work at their own computers rather than through a single large
computer (Glen Berg, 1998).

30% of the processing &
Qnmmtm Hows

Figure 2.4 Distributed computing

In summary, distributed computing involves the following:
¢ Multiple computers capable of processing independently
¢ Task completion by the local computer or other computers on the network

Distributed computing was a major step forward in how businesses leveraged
their hardware resources. It provided smaller businesses with their own
computational capabilities, enabling them to perform less~complex computing tasks
on the smaller, relatively inexpensive machines.

2.2.3 Collaborative Computing

Also called cooperative computing, collaborative computing enables computers in
a distributed computing environment to share processing power in addition to data,
resources, and services. In a collaborative computing environment, one computer

might borrow processing power by running a program on another computer on the



network. Or, processes might be designed so they can run on two or more computers.
Collaborative computing cannot take place without a network to enable the various

computers to communicate.

Collaborative computing basically is a messaging system to help a team and
workgroup number s to work more efficiently and effectively. Collaborative
computing has following advantages:

¢ Make it easy to share information.

4 Provide tools for automating group processes.

¢ Help users keep track of schedules for people and resources.

¢ Help organise and track tasks.

A person browsing the Internet is an example of collaborative Computing. On the
Internet, Web servers actively use resources to give your computer information about
how a Web page should look, including its colours, its font sizes, and what graphics
should display. Your computer uses its processing power to interpret this information
and to display it in the format intended by the designer. Another example of
collaborative computing is Microsoft server based products such as Exchange Server
or SQL Server. For both of these products, requests originate from intelligent client
software (which uses the processor power of the workstation it is running on) but
then are serviced from server software running on a Windows NT server. The server
then processes the request using its own resources and passes the results back to the
client. Processor and memory resources on both the client and the server are utilized
in the completion of the task (Glen Berg, 1998).

In the future, you can expect collaborative computing to provide even greater
amounts of computing power. This might happen through a new capability of
computers to detect which PCs are idle on the network and to harness the CPU power
or RAM of the idle PCs for use in processing.

In summary, collaborative computing involves the following:
¢ Multiple computers cooperating to perform a task
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¢ Software designed to take advantage of the collaborative environment

2.3 Compare a Client/Server Network with a Peer-to-Peer Network

Networks generally fall into one of two broad network categories:
4 Client/server networks

¢  Peer-to-peer networks

2.3.1 Client/Server-Based Networking

A client/server network consists of a group of user-oriented PCs (called clients)
that issue requests to a server. The client PC is responsible for issuing requests for
services to be rendered. The server's function on the network is to service these
requests. Servers generally are higher-performance systems that are optimised to
provide network services to other PCs. The server machine often has a faster CPU,

more memory, and more disk space than a typical client machine.

Eating at a restaurant is analogous to a client/server model. You, the customer, are
a client. You issue requests for meals, drinks, and dessert. The waiter is the server. It
is the waiter's job to service those requests. The client/server model is a network in
which the role of the client is to issue requests and the role of the server is to service

requests.

An example of a client/server system is Microsoft Exchange Server. Your PC is
responsible for constructing and displaying email messages, to name a couple of the
possible tasks. The Exchange server is responsible for delivering outgoing email and
for receiving email intended for you.

Some examples of client/server-based networks are Novell NetWare, Windows
NT Server, and Banyan Vines. Some common server types include file and print

servers, application servers, and mail servers, fax servers:



11

¢ File and Print Servers: File and print servers manage user access and use of
file and printer resources. A computer provides storage space and print service for

the other computers in a network.

Suppose we have several computers in a network. Computer A has a directory
c:\ww that is network shared. Because other computers such as computer B and
computer F in the network can also access this shared directory, computer A is called
file server. In a Microsoft's operating system such as Windows 95 or Windows NT,
you can use Windows Explorer to share a directory or map a shared directory to a
local driver.

Network cable
A | ]

B -8

ComputerB  Computer F

Computer A
File server

Figure 2.5 File Server

A printer is connected to computer A. Computer A shares this printer and
provides printing service to other computers in the network. If any of the computer in
the network such as computer B or computer F can print documents in this printer via

computer A's printing service, computer A is called a printer server.

Network cable

® - 9 @___@

Computer B Computer F

Computer A
Printer Server

Figure 2.6 Print Server
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¢ Application Server: An application server is a computer provides back-end
data processing for other computers in the network. SQL Server and Exchange
Server are examples of an application server. Compared to a file server, which saves
the file directly, an application server executes data processing. Sometimes it is
difficult to distinguish a file server with an application especially in the database
area. Most database applications such as Oracle, Sybase, Informix, Ingress and
Microsoft's SQL Server for Windows NT Server meet the requirement of application
server because they provide back-end data processing.

Network cable
! | |
@ ----- @ SQL Server for
Windows NT
Computer B Computer F
Computer A
Application Server

Figure 2.7 Application Server

We install SQL server for Windows NT in computer A and install the client tools
of SQL Server in computer B and computer F. We create an employee table (Table
2.1) in computer A via the SQL server.

Table 2.1 Employee information

Wang Wei 30 Male
LiBo 27 Female
Bill Gates 44 Male

Now computer B wants to list all the employees whose age is bigger than 28, it
sends the following SQL statement to computer A. Select Name from employee
where age > 28. After computer A receives this request, it executes the data
processing and returns the result: "Wang Wei" and "Bill Gates" to the computer B.
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¢ Mail Servers: Mail servers manage electronic messaging between network
users.
¢ Fax Servers: Fax servers manage fax traffic into and out of the network, by

sharing one or more fax modem boards.

2.3.2 Peer-to-Peer Networking

A peer-to-peer network consists of a group of PCs that operate as equals. Each PC
is called a peer. The peers share resources (such as files and printers) just like in a
server-based network, although no specialized or dedicated server machines exist. In
short, each PC can act as a client or a server. No one machine is set up with a higher
powered set of devices, nor is any one PC set up simply to provide one service (such
as storing files). Small networks-usually with fewer than 10 machines-can work well
in this configuration. In larger networks, companies usually move to a server-based
network because many clients requesting to use a shared resource can put too much
strain on one client's PC. Examples of peer-to-peer networks include Windows for
Workgroups, Windows 95 and Windows NT Workstation.

Many actual network environments consist of a combination of server-based and
peer-to-peer networking models. In the real world, companies often grow from a
peer-to-peer network into a client/server-based network.

2.4 Local And Wide Area Networks

Networks come in all shapes and sizes. Network administrators often classify
networks according to geographical size. Networks of similar size have many similar
characteristics. The following are the most common size classifications:

¢ Local area networks (LANs): LAN is a network that covers a relatively
limited area, such as an office or a building.

¢ Wide area networks (WANSs): WAN is a network that connects
geographically separated areas.
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2.4.1 Local Area Networks (LANs)

A local area network (LAN) is a group of computers and network communication
devices interconnected within a geographically limited area, such as a building or a
campus. LANSs are characterized by the following:

¢ They transfer data at high speeds (higher bandwidth).

¢ They exist in a limited geographical area.

¢ Connectivity and resources, especially the transmission media, usually are
managed by the company running the LAN.

2.4.2 Wide Area Networks (WANs)

A wide area network (WAN) interconnects LANs. This interconnection often is
represented by a line going into a cloud. This is because the company running the
network typically has only a general idea of the path that the data will take on its
journey to the other LAN segment. All the company knows is that the data enters the
cloud on one side and exits the other side. A WAN can be located entirely within a
state or a country, or it can be interconnected around the world. WANs are
characterized by the following:

They exist in an unlimited geographical area.

They usually interconnect multiple LANS.

They often transfer data at lower speeds (lower bandwidth).

Connectivity and resources, especially the transmission media, usually are

* & & o

managed by a third-party carrier such as a telephone or cable company.

WANSs can be further classified into two categories: enterprise WANs and global
WANS. An enterprise WAN connects the widely separated computer resources of a
single organization. An organization with computer operations at several distant sites
can employ an enterprise WAN to interconnect the sites. An enterprise WAN can
combine private and commercial network services, but it is dedicated to the needs of
a particular organization. A global WAN interconnects networks of several
corporations or organizations (Glen Berg, 1998).
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Figure 2.8 The WAN or the link up of LAN's is often shown as a cloud
2.5 Intranets and Internets

In recent years, two new terms have been introduced: Internet and intranet. A
company that has a LAN has a network of computers. As a LAN grows, it develops

into an internetwork of computers, referred to as an Internet.

In the 1990s, graphical utilities (or browsers) were developed to view information
on a server. Today, the two most popular forms of this utility are Microsoft's Internet
Explorer and Netscape's Navigator. These browsers are used to navigate the Internet.
This terminology initially led to much confusion in the industry because an Internet
is a connection of LANSs, and the Internet is the connection of servers on various
LANS that is available to various browser utilities. To avoid this confusion, the term
intranet was coined. This term describes an internetwork of computers on a LAN for
a single organization; the term Internet describes the network of computers you can
connect to using a browser-essentially, an internetwork of LANs available to the
public (Glen Berg, 1998).

2.6 Network Services

Network services are the basic reason we connect computers. Services are what a

company wants to have performed or provided. Based on the services a company
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wants to utilize, the company purchases a specific program and operating system.
This section describes some of the most common services available on computer
networks (Glen Berg, 1998).

2.6.1 Basic Connectivity Services

The PCs in a network must have special system software that enables them to
function in a networking environment. The first network operating systems really
were add-on packages that supplied the networking software for existing operating
systems such as MS-DOS or OS/2. More recent operating systems, such as Windows
95 and Windows NT, come with the networking components built in.

An analogy might help you differentiate fully integrated systems from add-ons. A
box can hold goods, but it is not specifically designed to go anywhere. You can place
a set of logs on the ground to act as rollers for the box, thus providing a mechanism
for transporting or moving the box. This is similar to how old network systems used
to work. Newer operating systems are like trucks. A truck is designed from the
ground up with a chassis that supports a box to move goods. The box and the
mechanism for transportation (the chassis) are integrated from the beginning; they
are designed to operate with each other.

Client and server machines require specific software components. A computer
that is strictly a server often cannot provide any client functionality. On a Novell
server or a Banyan server, for example, a user cannot use the server for word
processing. This is not always the case, however; Microsoft's NT Server and UNIX
servers can run client programs.

2.6.2 Redirector Service

A network client must have a software component called a redirector. In a typical
standalone PC, I/O requests pass along the local bus to the local CPU. The redirector
intercepts 1/0 requests within the client machine and checks whether the request is
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directed toward a service on another computer. If it is, the redirector directs the
request toward the appropriate network entity. The redirector enables the client
machine to send information out of the computer, provided that a transmission

pathway exists.

In some operating environments, the redirector is called the requester. The
workstation service acts as a redirector on Windows NT systems. In the field, people
often refer to a redirector as a client. To connect a Windows 95 machine to a
Windows NT machine, for example, it often is said, "Install the Microsoft Client for
Microsoft Networks.” If you want this Windows 95 machine to connect to a Novell
server, you might say, "Install a Noveli Client on the Windows 95 machine.

Figure 2.9 The dialog box on a Windows 95 machine that shows a redirector

being installed

2.6.3 Server Service

A network server machine must have a component that accepts I/O requests from
clients on the network and that fulfils those requests by routing the requested data
back across the network to the client machine. In Windows NT, the server service
performs the role of fulfilling client requests.

2.6.4 File Services

File services enable networked computers to share files with each other. This
capability was one of the primary reasons networking of personal computers initially
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came about. File services include all network functions dealing with the storage,
retrieval, or movement of data files. File services enable users to read, write, and
manage files and data. This includes moving files between computers and archiving
files and data.

File services are an important part of client/server and peer-to-peer networks.
Computers providing files services are referred to as file servers, Two types of
servers exist: dedicated and non-dedicated. Dedicated servers do nothing but fulfil
requests to network clients. These servers commonly are found in client/server
environments. Non-dedicated servers do double duty. They enable a user to go onto
the machine acting as a file server and request the use of files from other machines;
at the same time, they give files to users who request them from other computers on
the network. Non-dedicated file servers often are found in peer-topeer networks. An
example of a non-dedicated server is a Windows 95 machine that accesses files from
other computers on the network and that provides access to its hard drive for other
computers. Dedicated file servers have the following benefits:

¢ Files are stored in a specific place where they can be reliably archived.

¢ Central file servers can be managed more efficiently because there is a single
point of storage:

¢ Central file servers can contain expensive high-performance hardware that
expedites file services and makes file servers more reliable.

¢ The cost of specialized file server technology is shared by a large number of
users.

¢ Centralized networks are more scalable.

The following drawbacks, however, should be considered with regard to
centralized file services:

¢ When all data is stored on a single server, a single point of failure exists. If
the server fails, all data becomes unavailable.

¢ Because all clients contend for file services from a single source, average file-
access times might be slower with a centralized file server than when files are stored
on individual local hard drives.
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Centralised file services generally are best for organizations that want to achieve
the highest levels of centralized control for their data. In a peer-to-peer network
environment, most computers can share their files and applications with other
computers, provided that a service is installed on the machine allowing them to do
this. The sharing of services must be established for each individual computer, and
each user must have the skills required to manage the networking services on her PC.
Because services are being provided by many different computers, users must be
aware of which computers are providing which services. Clearly, the skills and
responsibility required in this situation are greater than for centralized file services.
This is in contrast to a client/server model, in which the network often has one or

more dedicated people to manage the servers.

The following are advantages of distributed file storage:

¢ No single point of failure exists. When a computer fails, only the files stored
on chat computer become unavailable.

¢ Individuals typically experience faster access to files located on their local
machines than to files on centralized file servers.

¢ No specialized server hardware is required. File services can be provided with
standard PCs.

The following are disadvantages related to distributed file storage:

¢ It is more difficult to manage the file service because there is not a single file
location.

¢ File services provided by peers typically are not as fast or as flexible as file
services provided by a central file server specifically designed for that purpose.

Organisations tend to choose peer-to-peer networking for two reasons. The first
reason is a desire to network with their current stock of PCs without the expense of a
centralised server. Another reason is that a peer-to-peer network is an informal
networking approach that fits the working style of many organisations. Microsoft
implements peer-to-peer networking components in Windows for Workgroups,
Windows 95, and Windows NT Workstation. All of these operating systems are
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capable of sharing and accessing network resources without the aid of a centralised
server. These systems are not optimised for file and printer sharing, however; this
sort of network structure is recommended only for smaller networks with limited

security concerns.

Figure 2.10 A file server stores files for users on other network machines

2.6.5 File Transfer Services

Without a network, the options are limited for transferring data between
computers. You can, of course, exchange files on floppy disks. This process is called
sneaker-net because it consists of networking by physically running around and
hand-delivering floppy disks from desk to desk. Otherwise, you can use
communication software to dial up another computer and transfer files using a
modem or a direct serial connection. With a network, users have constant access to
high-speed data transfer without leaving their desks or dialling another computer.

Making a file accessible on a network is as easy as moving it into a shared directory.
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Another important file-management cask of the network operating system (NOS)
is providing and regulating access to programs and data stored on the file server's
hard drive. This is known as file sharing. File sharing is another main reason
companies invest in a network. Companies can save money by purchasing a single
network version of an application rather than many single-user versions. Placing data
files created by employees on a file server also serves several purposes including
security, document control and backup.

Centralized document control can be critical for a company in which a document
might need to be revised several times. In an architectural firm, for example, the
design of a building might be created by using a drafting program such as AutoCAD.
The architects might produce several versions of the building plan as the client
comes to a decision. If the plan is stored on the individual computers pf each
architect, the firm might not know which is the most recent version of the plan. An
older version might have the most recent date (because of a backup, for example). If
the plan is saved on a file server, however, each architect can access and work on the

same file.

Most networks have some form of centralized file storage. For many years,
companies have used the online storage approach to file storage. In the online storage
scenario, data is stored on hard disks that are accessible on demand. The files that
can be accessed on a server are limited to the amount of available hard drive space.
Hard drives are fast, but even with drive prices decreasing in recent years, the cost to
score megabytes of data this way can still be fairly high. Hard drives also have
another disadvantage. Generally, they cannot be removed for off-site storage or
exchange or to build a library of files that are seldom required but must be fairly
readily available.

Another common approach to file storage is offline storage, which consists of
removable media that are managed manually. After data is written to a tape or an
optical disk, the storage medium can be removed from the server and can be shelved.
Users who require offline data might need to know which tape or optical disk to
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request. Some systems provide indexes or other aids that make requesting the proper
offline storage element automatic. A system operator still has to retrieve the tape or

disk, however, and mount it on the server.

2.6.6 Printing Services

After file services, printing is probably the second biggest incentive for installing
a LAN. The following are some of the many advantages of network print services:

¢ Many users can share the same printers. This capability is especially useful
with expensive devices such as colour printers and plotters.

¢ Printers can be located anywhere, not just next to a user’s PC.

¢ Queue-based network printing is more efficient than direct printing because
the workstation can begin to work again as soon as a job is queued to the network.

¢ Modem printing services enable users to send facsimile (fax) transmissions
through the network to a fax server.

Figure 2.11 Print services manage access to a shared printer, making it

accessible to users at other network machines
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2.6.7 Application Services

Application services enable applications to leverage the computing power and
specialized capabilities of other computers on a network. Business applications, for
example, often must perform complex statistical calculations beyond the scope of
most desktop PCs. Statistical software with the required capabilities might need to
run on a mainframe computer or on a minicomputer. The statistical package, how-
ever, can make its capabilities available to applications on users' PCs by providing an

application service.

The client PC sends the calculation request to the statistics server. When the
results become available, they are returned to the client. This way, only one
computer in an organization needs to have the expensive software license and
processing power required to calculate the statistics, but all client PCs can benefit.

Application services enable organizations to install servers that are specialized for
specific functions. Some of the more common application servers are database
servers, messaging/communication servers, groupware servers, and directory servers.
Application servers are an effective strategy for making a network more scalable.

Additional application servers can be added as new application needs emerge.
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Figure 2.12 An application server runs all or part of an application on behalf of

a client and then transmits the result to the client for further processing
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2.6.8 Database Services

Database servers are the most common type of application servers. Because
database services enable applications to be designed in separate client and server

components, such applications frequently are called client/server databases.

With a client/server database, the client and server applications are designed to
take advantage of the specialized capabilities of client and database systems, as
described here:

¢ The client application manages data input from the user, generation of screen
displays, some of the reporting, and data retrieval requests sent to the database
server.

¢ The database server manages the database files; adds, deletes, and modifies
records in the database; queries the database and generates the results required by the
client and transmits results back to the client. The database server can service

requests for multiple clients at the same time.

Database services relieve clients of most of the responsibilities for managing data.
A modern database server is a sophisticated piece of software that can perform the
following functions:

¢ Provide database security

¢ Optimise the performance of database operations

4 Determine optimum locations for storing data without requiring clients to
know where the data is located

¢ Service large numbers of clients by reducing the amount of time any one
client spends accessing the database

¢ Distribute data across multiple database servers

Microsoft SQL Server and Oracle are two examples of applications that run at the
server but are able to perform tasks requested by clients. Because of the way these
applications were designed, both require a back-end, or server, component and a
front-end or client, component.
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As shown in Figure 2.13, the most popular strategies for replicating databases are
the following:

¢ Master-driven updates. A single master server receives all updates and, in
turn, updates all replicas.

¢ Locally driven updates. Any local server can receive an update and is
responsible for distributing the change to other replicas.

Replica Replica

Heplice

b

&318!‘

Figure 2.13 Master-driven and locally driven database replications

2.6.9 Messaging/Communication Services

Messaging/communication services generally transfer information from one place
to another. This communication of information can be broken down into three sub

areas:
¢ Email
¢ Voice mail

¢ Fax services
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2.6.9.1 Email

Email systems can service any size group from a local workgroup to a corporation
to the world. By installing email routing devices, you can transfer mail smoothly and
efficiently among several LANs. Email also can be routed to and received from the
Internet. This enables users in dozens of countries throughout the world to exchange

electronic messages.

Some of the major email packages include Microsoft's Exchange Server, Novell's
GroupWise, and Lotus Notes.

2.6.9.2 Voice Mail

Voice mail enables you to connect your computer to a telephone system and to
incorporate telephone voicemail messages with your PC. The technical term for this
is telephony. This often involves moving your voicemail messages from the phone
system to the LAN and enabling the computer network to distribute this information
to different clients.

2.6.9.3 Fax Services

Fax services enable you to send or receive faxes from your computer. This is
similar to printing in that your can "print" the document to a fax device. Fax services, |
however, can take on more complicated features including the capability to send
faxes to a central fax server and to receive faxes from the phone system to a central
fax device. That device then delivers the fax message to your PC. This all occurs
automatically.

2.6.10 Groupware

Groupware is a relatively recent technology that enables several network users to

communicate and to cooperate when solving a problem through shared document
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management. Interactive conferencing, screen sharing, and bulletin boards are
examples of groupware applications. Groupware essentially is the capability for
many users to work on one or more copies of 8 document together. Examples of
applications with groupware features are Microsoft Exchange, Novell's GroupWise,
and Lotus Notes.

2.6.11 Directory Services

Directory services, also known as the x.500 standard, provide location
information for different entities on the network. Their main function is to act as an
information booth, directing resource requests on the network to the location of the
resource. When a client is requesting to use a printer or to find a server or even a
specific application, the directory service tells the client where the resource is on the
network and whether the resource is available.

This is a service that more and more networking systems are moving towards. As
networking systems have developed, they have begun to include this feature. This is
similar to a large company having an information desk, whereas a small company
probably would not. Examples of computer systems that use directory services
include Novell NetWare 4.11, Banyan VINES, Microsoft Exchange Server, and the
soon-to-be-released Windows NT 5.0.

Down the wire at atidress
L BN RS4R3

Wit by ther pritder

Figure 2.14 Directory services tells clients the location of resources on the
network
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2.6.12 Security Services

Another service provided by networks is security. Security is one of the most
important elements involved in a network. When users share resources and data on a
network, they should be able to control who can access the data or resource and what
the user can do with it. An example of this is a file showing the financial records of a
company. If this file is on a file server, it is important to be able to control who has
access to the file. One step further, which is able to read and change the file also is a
crucial consideration. This same exaiilple also applies to a shared printer. You might
want to specify who can use the expensive colour laser printer or, more specifically,
when a person can use this printer. As you can see, security is an important service
on a network. Network administrators spend a great deal of time learning and setting

up security.

Security services often deal with a user account database or something like the
aforementioned directory services. This database of users often contains a list of
names and passwords. When a person wants to access the network, he must log on to
the network. Logging on is similar to trying to enter an office building with a
security guard at the front door. Before you can enter the building, you must verify
who you are against a list of people who are allowed access.

Security services often are intermingled with other services. Some services added
to a network can utilize the security services of the system onto which they have
been installed. An example of this is Microsoft Exchange Server. This messaging
product can utilize the security services of an existing Windows NT Server. An
example of a product that does not need to utilize an existing security system is Lotus
Notes. Lotus Notes has its own independent security system.



29

CHAPTER THREE
NETWORKING STANDARDS

3.1 Standards

Before servers can provide services to clients, communications between the two
computers must be established. Beyond the cables connecting the computers
together, numerous processes operate behind the scenes to keep things running
smoothly. For these processes to operate smoothly in a diverse networking
environment, the computing community has settled on several standards and spec-
ifications that define the interaction and interrelation of the various components of
network architecture. This chapter explores some of those standards. It begins by
exploring the Open Systems Interconnection (OSI) reference model. This is an
important model to learn, because all networking components and functionality are
referenced within this model.

The chapter then moves from the OSI reference model to other industry standards
that often encompass several areas of the OSI model at once. These standards include
the TCP/IP reference model, the Serial Line Internet Protocol (SLIP), Point-to-Point
Protocol (PPP), the IEEE 802 standards, Network Driver Interface Specification
(NDIS), and Open Data-Link Interface (ODI).

3.1.1 Standards Organisations and The ISO

The International Standards Organisation (ISO) is located in Geneva, Switzerland.
ISO develops and publishes standards and co-ordinates the activities of all national
standardisation bodies. In 1978, the ISO released a set of specifications that
described a network architecture for connecting dissimilar devices. The original
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document applied to systems that were open to each other because they could all use
the same protocols and standards to exchange information.

In 1984, the ISO released a revision of this model and called it the Open Systems
Interconnection (OSI) reference model. The 1984 revision has become an

international standard and serves as a guide for networking(Glen Berg, 1998).

This model is the best known and most widely used guide to describe networking
environments. Vendors design network products based on the specifications of the
OSI model. It provides a description of how network hardware and software work
together in a layered fashion to make communications possible. It provides a
structured and consistent approach for describing, understanding, and implementing
networks. The OSI Model:

¢ Provides general design guidelines for data-communications systems

¢ Provides a standard way to describe how layers of data-communications
systems interact

¢ Divides communication problems into standard layers, facilitating the
development of network products and encouraging “mix and match”
interchangeability of network components

¢ Promotes the development of a global internetwork in which disparate
systems can freely share network data and resources

¢ Is atool for learning how networks function

3.2 The OSI Reference Model

The most commonly used model is the Open Systems Interconnection (OSI)
reference model. The OSI model, first released in 1984 by the International
Standards Organisation (ISO), provides a useful structure for defining and describing

the various processes underlying networking communications.
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The OSI model is an architecﬁne that divides network communication into seven
layers. Each layef covers different network activities, equipment or protocols. Figure
3.1 illustrates the layers of the OSI model. Layering specifies